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More than 549 million metric tons of cow's milk were produced in the world in 2023, and the

production volume of cheese and butter exceeded 22 million tons, respectively. This is why food

security in this sector is crucial.

To ensure that production is of high quality, Brazilian researchers developed industrial pasteurizing

equipment that works with electrical fields. The invention is protected under patent WO2018090110 -

system and method for neutralizing pesticides or similar agents contained in food and constructive

configuration for its implementation.

Consumers are showing interest in preservation technologies that do not rely on heating. The effect of

the device on the elimination of pathogens in dairy products is investigated.
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Pulsed Electric Field Equipment for
Electropastaurization of Dairy Products

____________________________________________

INTRODUCTION

More than 549 million metric tons of cow's milk

were produced in the world in 2023, and the

production volume of cheese and butter exceeded

22 million tons, respectively. This is why food

security in this sector is crucial.

To ensure that production is of high quality,

Brazilian researchers developed industrial

pasteurizing equipment that works with electrical

fields. The invention is protected under patent

WO2018090110 - system and method for

neutralizing pesticides or similar agents contained

in food and constructive configuration for its

implementation.

Consumers are showing interest in preservation

technologies that do not rely on heating. The

effect of the device on the elimination of

pathogens in dairy products is investigated.

In addition to standardization, the industrial

production of traditional cheeses seeks to

guarantee safety, minimizing contamination and

the survival of undesirable microorganisms,

particularly pathogenic ones.

It should not be forgotten that complex and often

unpredictable microflora dynamics are

responsible for important organoleptic issues

among cheeses. The ideal equalized modulation of

the pulsed electric field avoids affecting the

proteins and organoleptic properties of the milk,

which can preserve the sensory properties of the

cheese. Mastery of this technology is vital to

maintain these properties with quality and

nutritional security.

Treatment with pulsed electric fields is an

emerging technology that has gained great

importance in the dairy industry as a

pre-treatment technique in the pasteurization

process, enhancing the inactivation of

microorganisms and enzymes at temperatures

lower than those used in typical thermal

treatments, such as those of ultra-high

temperature. Our food processing technology uses

short pulses of high-voltage electricity to

selectively damage microbial and plant cell

membranes.

The electric field is applied at room temperature

for a short period of time (in the range of

microseconds) causing a potential difference

across the cell membrane, inducing a marked

increase in membrane conductivity and

permeability and affecting cell viability. greater

amounts of certain heat-sensitive nutrients, such

as vitamins, proteins and other compounds,

necessary to preserve and enhance the flavor of

foods, including cheese, milk, juices and packaged

foods in general.

The challenges of using pulsed electric fields in

food electropasteurization are addressed.

Furthermore, the use of the technique in the

valorization processes of cheese derivatives is

discussed with the aim of promoting durable

agri-food systems.

The equipment proves the complete sterilization

of salmonella and other anaerobic bacteria

including gram positive and gram negative. More

information about this technology can be accessed

at Duvoisin et al;. (2022).
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Cyber-physical networks represent a new generation of complex networks whose normal functioning

largely depends on the interactions between their physical and cybernetic components. Hence the

importance of development and synthesis of approaches ensuring two essential tasks: Fault Detection

and Isolation (FDI) and Fault Tolerant Attacks (FTA). It is in this context this paper is explored by

proposing an observer-based FTA strategy to solve the problem of security in complex discrete-time

systems. In fact, the synthesis of observers under conditions of convergence, stability, and robustness

offers the possibility of reconstruction of the nodes-states, and to deduce a compensatory control law

ensuring the stabilization of the global system. The synthesis method is based on the Lyapunov theory

as well as the resolution of optimization problems in the form of Bilineair Matrix Inequality (BMI) with

a switching condition for the implementation of the control gains. The theoretical results are validated

by simulations on a 3-tanks system model.
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Event-based Control Approach to
Cyber-Security for Complex Discrete-time

Networked Systems

____________________________________________

Graphical Abstract

I. INTRODUCTION

Over the past two decades, the fields of

mathematics, physics, computer science, and

engineering have developed, enabling the

proposal of alternative approaches to stabilizing

and surveilling a large range of systems, including

complex ones [1]-[2]. So, Control-supervision

systems are becoming increasingly important and

sophisticated from the point of view of the

ABSTRACT

Cyber-physical networks represent a new

generation of complex networks whose normal

functioning largely depends on the interactions

between their physical and cybernetic

components. Hence the importance of

development and synthesis of approaches

ensuring two essential tasks: Fault Detection and

Isolation (FDI) and Fault Tolerant Attacks (FTA).

It is in this context this paper is explored by

proposing an observer-based FTA strategy to

solve the problem of security in complex

discrete-time systems. In fact, the synthesis of

observers under conditions of convergence,

stability, and robustness offers the possibility of

reconstruction of the nodes-states, and to deduce

a compensatory control law ensuring the

stabilization of the global system. The synthesis

method is based on the Lyapunov theory as well

as the resolution of optimization problems in the

form of Bilineair Matrix Inequality (BMI) with a

switching condition for the implementation of the

control gains. The theoretical results are

validated by simulations on a 3-tanks system

model.

Keywords: cyber-physical networks, FDI, FTA,

control, BMI.
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communication network [3]-[4]. There is a

growing need for safer methods and resilient

systems, this has resulted in the development of

fault-tolerant and attack-tolerant control systems

[5]. In this context, it is essential to consider

resilience in the FTA synthesis and what is

manifested in the ability to maintain satisfactory

levels of operation when conditions are unusual.

Industrial supervision systems must take into

account this essential property [6]. This is not the

same as other information technology systems

when data protection and related services play a

major role in cybersecurity. Cyber-attacks on the

Network Control System (NCS) can impact

physical processes using the feedback principle.

So, NCS security could benefit from a new

approach based on control engineering methods

[7], this research focuses on the study of how

cyber-attacks are part of control algorithms,

resulting in consequences for the physical part

[8]. This field of research concentrates on the

mathematical modeling of cyber-attacks and their

effects on the physical process under control.

Detecting cyber-attacks is possible by using

dynamic models of physical processes and a

control algorithm. Physical attacks and false data

injection are the primary models taken into

account when considering possible cyber-attacks

on the NCS [9]. For instance, Various techniques

have been explored and implemented to examine

and evaluate these attacks, including graph theory

in [10]. A secure set that has the potential for

disturbance is what the maximum set of robustly

controlled invariants is defined in [11]. In

[12]-[13], the author emphasized the impact of

cyber-attacks on all control inputs and all output

measures of a disrupted system through an

approach in the frequent domain.

Although the majority of work in this area is

focused on approaches to complex

continuous-time systems, little work has been

done on complex discrete-time systems. The goal

of this paper is to develop security measures using

an observer-based feedback control for complex

discrete-time systems. Model-based attack

detection using observers is one of the

components of this attack-tolerant control

solution. A model-based approach is used in

conjunction with classical fault-tolerant control to

combine safety and security aspects in the

proposed control. By utilizing a model of the

dynamics system and available measurements, it

compares the estimated output of the physical

process [14]-[15]. If there is a discrepancy

between the measurement and the fault-free

model estimate, an appropriate control sequence

will be created. For the purpose of attack and fault

detection and isolation, we consider the design of

an observer-based residual generator.

The present paper is introduced in the synthesis

part of a new FTA approach and will be organized

as follows: First, some useful preliminaries and a

problem statement are presented. Secondly, an

attack-tolerant controller is synthesized. Finally,

numerical validation on an example will be

presented. The last Section comprises some

conclusions and future perspectives.

Notation: The following notation will be used

throughout this paper:

● In a matrix, the notation ( ) is used for the*
blocks induced by symmetry.

● is the transposed matrix of ; if is a square𝑄‾
𝑇

𝑄‾ 𝑄‾

matrix then the notation ( ) means𝑄‾ > 0 𝑄‾ < 0

that is positive definite (negative definite).𝑄‾
● The set Co(x, y) = {λx + (1 − λ)y, 0 ≤ λ ≤ 1} is

the convex hull of x, y.

II. PROBLEM STATEMENT AND
PRELIMINARIES

In this section, we describe a modeling space for

dealing with different types of attacks on control

systems.

The physical system can be modelled by:

(1)

Where represent the sate vector,𝑥
𝑘
(𝑡) ∈ 𝑅

𝑛
𝑥

is the output vector, is the𝑦
𝑘
(𝑡) ∈ 𝑅

𝑛
𝑦 𝑢

~
𝑘

∈ 𝑅
𝑛

𝑢

control vector, is the unknown inputs𝑓
𝑘

∈ 𝑅
𝑛

𝑓

represents the effect of faults,

𝑥𝑥𝑘𝑘+1 = 𝐴𝐴𝑥𝑥𝑘𝑘 + 𝐵𝐵𝑢𝑢�𝑘𝑘 + 𝐹𝐹𝑓𝑓𝑘𝑘
𝑦𝑦𝑘𝑘 = 𝐶𝐶𝑥𝑥𝑘𝑘

Event-based Control Approach to Cyber-Security for Complex Discrete-Time Networked Systems
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designating constant matrices of appropriate

dimensions.

For this type of system, we investigate a method of

detection and identification of attacks based

primarily on a model of detection and estimation

of attack signals in two communication chains.

For this, we propose to apply this form of

Luenberger observer:

        (2)

The control signal, by principle of output

feedback, is designed with the following form:

(3)

The faults and attacks are modelled as follows:

- Physical attacks are like fault signals so , will𝑓
𝑘
(

be considered as physical attacks.

- Since data corruption / modification can change

the control sequences and measurements

provided by the different sensors from their actual

calculations or values « », « » to corrupted𝑢
𝑘

𝑦
𝑘

signals « » and « ».𝑢
~

𝑘
𝑦
~

𝑘

False attacks are modelled by:

             
                            

(4)

With and represents the pirated data. and𝑏
𝑘
𝑢 𝑏

𝑘
𝑦 Γ𝑢

are the binary impact matrices indicating whichΓ𝑦

data strings can be accessed by the "hacker".

Now we define a new variable , group theα
𝑘

fault/attack signals as follows: .α
𝑘

= 𝑓
𝑘
 𝑏

𝑘
𝑢 𝑏

𝑘
𝑦 ( )𝑇

This allows us to rewrite the augmented system

(system + observer) as follows:

(5)

With

Then the following lemmas are considered:

Lemma 1 [16] Given two matrices X, Y, of

appropriate dimensions, then the following

inequality holds for any constant β > 0

(6)

Lemma 2 [16] Consider a nonlinear function

, the following two items are ℎ: 𝑅𝑛 → 𝑅𝑛

equivalent:

● is globally Lipschitz with respect to itsℎ
argument, i.e.,

(7)

(8)

And where and ℎ̱
𝑖𝑗

≤ ℎ
𝑖𝑗

(𝑟
𝑖
) ≤ ℎ‾

𝑖𝑗 
 ℎ

𝑖𝑗
(𝑟

𝑖
) =

∂ℎ
𝑖

∂ℎ
𝑗

(𝑟
𝑖
)

 𝐻
𝑖𝑗

= 𝑒
𝑞
(𝑖)𝑒

𝑛
𝑇(𝑗)

III. FTA SYNTHESIS

This section is dedicated to the development of

the new FTA synthesis. The main result is given

by the following Theorem:

Theorem 1 There exists an asymptotic stable

observer of the form (2) and an event-based

fault-attack tolerant controller (3), with a

triggering condition , for the system‖ α
𝑘
‖2≤σ∥η

𝑘
‖2

(1), if there exists positive symmetric matrices

𝑥𝑥�𝑘𝑘 = 𝐴𝐴𝑥𝑥�𝑘𝑘 + 𝐵𝐵𝑢𝑢𝑘𝑘 + 𝐿𝐿(𝑦𝑦�𝑘𝑘 − 𝑦𝑦�𝑘𝑘)

𝑦𝑦�𝑘𝑘 = 𝐶𝐶𝑥𝑥�𝑘𝑘

𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑{𝐶𝐶𝑑𝑑}, 𝐹𝐹 = 𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑{𝐹𝐹𝑑𝑑}𝐴𝐴 = 𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑{𝐴𝐴𝑑𝑑}, 𝐵𝐵 = 𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑{𝐵𝐵𝑑𝑑},𝐶𝐶 =

𝑢𝑢𝑘𝑘 = 𝐾𝐾1𝑦𝑦�𝑘𝑘 + 𝐾𝐾2𝑦𝑦�𝑘𝑘

𝑢𝑢�𝑘𝑘 = 𝑢𝑢𝑘𝑘 + 𝛤𝛤𝑢𝑢𝑏𝑏𝑘𝑘𝑢𝑢

𝑦𝑦�𝑘𝑘 = 𝑦𝑦𝑘𝑘 + 𝛤𝛤𝑦𝑦𝑏𝑏𝑘𝑘
𝑦𝑦

𝜂𝜂𝑘𝑘+1 = 𝐴𝐴𝛼𝛼𝜂𝜂𝑘𝑘 + 𝐵𝐵𝛼𝛼𝛼𝛼𝑘𝑘
𝑦𝑦𝛼𝛼 = 𝐶𝐶𝛼𝛼𝜂𝜂𝑘𝑘

𝜂𝜂𝑘𝑘 = �
𝑥𝑥𝑘𝑘
𝑥𝑥�𝑘𝑘
� , 𝑦𝑦𝛼𝛼 = �

𝑦𝑦𝑘𝑘
𝑦𝑦�𝑘𝑘
�

𝐴𝐴𝛼𝛼 = � 𝐴𝐴 + 𝐵𝐵𝐾𝐾2𝐶𝐶 𝐵𝐵𝐾𝐾1𝐶𝐶
𝐿𝐿𝐶𝐶 + 𝐵𝐵𝐾𝐾2𝐶𝐶 𝐴𝐴 − 𝐿𝐿𝐶𝐶 + 𝐵𝐵𝐾𝐾1𝐶𝐶

�

𝐵𝐵𝛼𝛼 = �𝐹𝐹 𝐵𝐵𝛤𝛤𝑢𝑢 𝐵𝐵𝐾𝐾2𝛤𝛤𝑦𝑦
0 0 (𝐿𝐿 + 𝐵𝐵𝐾𝐾2)𝛤𝛤𝑦𝑦�,𝐶𝐶𝛼𝛼 = �𝐶𝐶 0

0 𝐶𝐶�

𝑋𝑋𝑇𝑇𝑌𝑌 + 𝑌𝑌𝑇𝑇𝑋𝑋 ≤ 𝛽𝛽𝑋𝑋𝑇𝑇𝑋𝑋 + 𝛽𝛽−1𝑌𝑌𝑇𝑇𝑌𝑌

∥ ℎ(𝑑𝑑) − ℎ(𝑏𝑏) ∥≤ 𝑙𝑙 ∥ 𝑑𝑑 − 𝑏𝑏 ∥

● there exist constants and so that for allℎ
𝑖𝑗

ℎ‾
𝑖𝑗

there exist∀𝑎, 𝑏 ∈ 𝑅 𝑟
𝑖
∈𝐶𝑜(𝑎, 𝑏),  𝑟

𝑖
≠𝑎, 𝑟

𝑖
≠𝑏

and functions satisfying theℎ
𝑖𝑗

: 𝑅𝑛 * 𝑅𝑛

following equality:

ℎ(𝑑𝑑) − ℎ(𝑏𝑏) = � ℎ𝑑𝑑𝑖𝑖

𝑞𝑞 ,𝑛𝑛

𝑑𝑑 ,𝑖𝑖=1

(𝑟𝑟𝑑𝑑)𝐻𝐻𝑑𝑑𝑖𝑖 (𝑑𝑑 − 𝑏𝑏)

Event-based Control Approach to Cyber-Security for Complex Discrete-Time Networked Systems
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, matrices , , and a𝑃 = 𝑃
1
 0 0 𝑃

2
 ( ) 𝑅 = 𝑃

2
𝐿 𝐾

1
𝐾

2

positive scalar , solution if the following BMI isβ
feasible:

(9 )

With

𝐴
α
𝑇𝑃𝐴

α
− 𝑃 = 𝑄

11
 𝑄

12
 𝑄

21
 𝑄

22
 ( )

𝑄
11

= (𝐴𝑇𝑃
1
𝐴 + 𝐴𝑇𝑍𝐶 + 𝐶𝑇𝑍𝑇𝐴 + 𝐶𝑇𝑊𝐶 + µ𝐶𝑇𝑊𝐶 + µ𝐶𝑇

𝑌𝐶 + μ𝐶𝑇𝑌𝑇𝐶 + μ𝐶𝑇𝑋𝐶) − 𝑃
1
𝑄

12
= 𝐴𝑇𝑍

1
𝐶 + 𝐶𝑇𝑊

2
𝑇𝐶 + μ𝐶𝑇𝑍𝑇𝐴 − µ𝐶𝑇𝑌𝐶 + μ𝐶𝑇𝑊

2
𝑇𝐶

+ µ𝐶𝑇𝑅𝑇𝐴 − µ𝐶𝑇𝑋𝐶 + µ𝐶𝑇𝑌
1

𝑇𝐶𝑄
21

= 𝐶𝑇𝑍
1

𝑇𝐴 + 𝐶𝑇𝑊
2
𝐶 + µ𝐴𝑇𝑍𝐶 + µ𝐴𝑇𝑅𝐶 − µ𝐶𝑇𝑌𝑇𝐶 −

µ𝐶𝑇𝑋𝐶 + µ𝐶𝑇𝑊
2
𝐶 + µ𝐶𝑇𝑌

1
𝐶𝑄

22
= (𝐶𝑇𝑊

1
𝐶 + µ𝐴𝑇𝑃

1
𝐴 − µ𝐴𝑇𝑅𝐶 + µ𝐴𝑇𝑍

1
𝐶 − µ𝐶𝑇𝑅𝑇𝐴

+ µ𝐶𝑇𝑋𝐶 − µ𝐶𝑇𝑌
1

𝑇𝐶 + µ𝐶𝑇𝑍
1

𝑇𝐴 − µ𝐶𝑇𝑌
1

𝑇𝐶 + µ𝐶𝑇𝑊
1
𝐶)

− μ𝑃
1

𝐴
α
𝑇𝑃𝐵

α
= 𝐴

11
 𝐴

12
 𝐴

13
 𝐴

21
 𝐴

22
 𝐴

23
 [ ]

𝐴
11

= 𝐴𝑇𝑃
1
𝐹 + 𝐶𝑇𝑍𝑇𝐹, 𝐴

12
= 𝐴𝑇𝑃

1
𝐵Γ𝑢 + 𝐶𝑇𝑍𝑇𝐵Γ𝑢𝐴

13
= 𝐴𝑇𝑍Γ𝑦 + 𝐶𝑇𝑊Γ𝑦 + µ𝐶𝑇𝑌Γ𝑦 + µ𝐶𝑇𝑋Γ𝑦 + µ𝐶𝑇𝑌𝑇Γ𝑦

𝐴
21

= 𝐶𝑇𝑍
1

𝑇𝐹, 𝐴
22

= 𝐶𝑇𝑍
1

𝑇𝐵Γ𝑢, 𝐴
23

= 𝐶𝑇𝑊
2
Γ𝑦 ++ µ𝐴𝑇𝑅

Γ𝑦 + µ𝐴𝑇𝑅Γ𝑦 + µ𝐴𝑇𝑍Γ𝑦 − µ𝐶𝑇𝑋Γ𝑦 − µ𝐶𝑇𝑌𝑇Γ𝑦 + µ𝐶𝑇𝑌
1
Γ𝑦 + µ𝐶𝑇𝑊

2
Γ𝑦

𝐵
α
𝑇𝑃𝐵

α
= 𝐹𝑇𝑃

1
𝐹 𝐹𝑇𝑃

1
𝐵Γ𝑢 𝐴𝑇𝑍Γ𝑦 *  Γ𝑢𝑇

𝐵𝑇𝑃
1
𝐵Γ𝑢 Γ𝑢𝑇

𝐵𝑇𝑍Γ𝑦 Γ𝑦𝑇
𝑍𝑇𝐹 Γ𝑦𝑇

𝑍𝑇
1
𝐵Γ𝑢 𝐵

33
 ⎡

⎢
⎣

⎤
⎥
⎦

𝐵
33

= Γ𝑦𝑇
𝑊Γ𝑢 + µΓ𝑦𝑇

𝑋Γ𝑦 + µΓ𝑦𝑇
𝑌𝑇Γ𝑦 + µΓ𝑦𝑇

𝑌Γ𝑦

+ µΓ𝑦𝑇
𝑊Γ𝑦

and .𝐿 = µ𝑃
1{ }−1𝑅;  𝐾

1
= 𝐵+𝑃

1
−1𝑍

1
; 𝐾

2
= 𝐵+𝑃

1
−1𝑍

Proof

To determine the different control and observer gains, a stability analysis is based on the Lyapunov

function:

Δ𝑉 = 𝑉
𝑘+1

− 𝑉
𝑘

< 0 (10)

With .𝑉
𝑘

= η
𝑘
𝑇𝑃η

𝑘
, 𝑉

𝑘+1
= η

𝑘+1
𝑇 𝑃η

𝑘+1

Now using lemma 1 on « », the latter becomes:  Δ𝑉

�
𝐴𝐴𝛼𝛼𝑇𝑇𝑃𝑃𝐴𝐴𝛼𝛼 − 𝑃𝑃 𝐴𝐴𝛼𝛼𝑇𝑇𝑃𝑃𝐵𝐵𝛼𝛼 0

∗ (𝛽𝛽−1𝐼𝐼)−1 0
∗ ∗ 𝐵𝐵𝛼𝛼𝑇𝑇𝑃𝑃𝐵𝐵𝛼𝛼 + 𝜎𝜎𝛽𝛽𝐼𝐼

� < 0
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Thus, the stability condition can be given by

We apply Schur's complement

(12)

(13)

With :

Where:

𝑄
11

= (𝐴𝑇𝑃
1
𝐴 + 𝐴𝑇𝑃

1
𝐵𝐾

2
𝐶 + 𝐶𝑇𝐾

2
𝑇𝐵𝑇𝑃

1
𝐴 + 𝐶𝑇𝐾

2
𝑇𝐵𝑇𝑃

1
𝐵

𝐾
2
𝐶 + 𝐶𝑇𝐾

2
𝑇𝐵𝑇𝑃

2
𝐵𝐾

2
𝐶 + 𝐶𝑇𝐾

2
𝑇𝐵𝑇𝑃

2
𝐿𝐶 + 𝐶𝑇𝐿𝑇𝑃

2
𝐵𝐾

2
𝐶 ++ 𝐶𝑇𝐿𝑇𝑃

2
𝐿𝐶) − 𝑃

1

𝑄
12

= 𝐴𝑇𝑃
1
𝐵𝐾

1
𝐶 + 𝐶𝑇𝐾

2
𝑇𝐵𝑇𝑃

1
𝐵𝐾

1
𝐶 + 𝐶𝑇𝐾

2
𝑇𝐵𝑇𝑃

2
𝐴 − 𝐶𝑇

𝐾
2

𝑇𝐵𝑇𝑃
2
𝐿𝐶 + 𝐶𝑇𝐾

2
𝑇𝐵𝑇𝑃

2
𝐵𝐾

1
𝐶 + 𝐶𝑇𝐿𝑇𝑃

2
𝐴 − 𝐶𝑇𝐿𝑇𝑃

2
𝐿𝐶 + 𝐶𝑇𝐿𝑇𝑃

2
𝐵𝐾

1
𝐶

𝑄
21

= 𝐶𝑇𝐾
1

𝑇𝐵𝑇𝑃
1
𝐴 + 𝐶𝑇𝐾

1
𝑇𝐵𝑇𝑃

1
𝐵𝐾

2
𝐶 + 𝐴𝑇𝑃

2
𝐵𝐾

2
𝐶 + 𝐴𝑇

𝑃
2
𝑃𝐿𝐶 − 𝐶𝑇𝐿𝑇𝑃

2
𝐵𝐾

2
𝐶 − 𝐶𝑇𝐿𝑇𝑃

2
𝐿𝐶 + 𝐶𝑇𝐾

1
𝑇𝐵𝑇𝑃

2
𝐵𝐾

2
𝐶 +

𝐶𝑇𝐾
1

𝑇𝐵𝑇𝑃
2
𝐿𝐶 

𝑄
22

= (𝐶𝑇𝐾
1

𝑇𝐵𝑇𝑃
1
𝐵𝐾

1
𝐶 + 𝐴𝑇𝑃

2
𝐴 − 𝐴𝑇𝑃

2
𝐿𝐶 + 𝐴𝑇𝑃

2
𝐵𝐾

1
𝐶

− 𝐶𝑇𝐿𝑇𝑃
2
𝐴 + 𝐶𝑇𝐿𝑇𝑃

2
𝐿𝐶 − 𝐶𝑇𝐿𝑇𝑃

2
𝐵𝐾

1
𝐶 + 𝐶𝑇𝐾

1
𝑇𝐵𝑇𝑃

2
𝐴

− 𝐶𝑇𝐾
1

𝑇𝐵𝑇𝑃
2
𝐿𝐶 + 𝐶𝑇𝐾

1
𝑇𝐵𝑇𝑃

2
𝐵𝐾

1
𝐶) − 𝑃

2

𝐴
α
𝑇𝑃𝐵

α
= 𝐴

11
 𝐴

12
 𝐴

13
 𝐴

21
 𝐴

22
 𝐴

23
 [ ]

With:

𝐴
11

= 𝐴𝑇𝑃
1
𝐹 + 𝐶𝑇𝐾

2
𝑇𝐵𝑇𝑃

1
𝐹

𝐴
12

= 𝐴𝑇𝑃
1
𝐵Γ𝑢 + 𝐶𝑇𝐾

2
𝑇𝐵𝑇𝑃

1
𝐵Γ𝑢

𝐴
13

= 𝐴𝑇𝑃
1
𝐵𝐾

2
Γ𝑦 + 𝐶𝑇𝐾

2
𝑇𝐵𝑇𝑃

1
𝐵𝐾

2
Γ𝑦 + 𝐶𝑇𝐾

2
𝑇𝐵𝑇𝑃

2
𝐵

𝐾
2
𝐿Γ𝑦 + 𝐶𝑇𝐿𝑇𝑃

2
𝐿Γ𝑦 + 𝐶𝑇𝐿𝑇𝑃

2
𝐵𝐾

2
Γ𝑦

,𝐴
21

= 𝐶𝑇𝐾
1

𝑇𝐵𝑇𝑃
1
𝐹   𝐴

22
= 𝐶𝑇𝐾

1
𝑇𝐵𝑇𝑃

1
𝐵Γ𝑢

𝐴
23

= 𝐶𝑇𝐾
1

𝑇𝐵𝑇𝑃
1
𝐵𝐾

2
Γ𝑦 + 𝐴𝑇𝑃

2
𝐿Γ𝑦 + 𝐴𝑇𝑃

2
𝐵𝐾

2
Γ𝑦

− 𝐶𝑇𝐿𝑇𝑃
2
𝐿Γ𝑦 − 𝐶𝑇𝐿𝑇𝑃

2
𝐵𝐾

2
Γ𝑦 + 𝐶𝑇𝐾

1
𝑇𝐵𝑇𝑃

2
𝐿Γ𝑦 + 𝐶𝑇𝐾

1
𝑇𝐵𝑇𝑃

2
𝐵𝐾

2
Γ𝑦

𝛥𝛥𝛥𝛥 < 0 ≡ 𝑄𝑄 < 0

𝑄𝑄 = �
𝐴𝐴𝛼𝛼𝑇𝑇𝑃𝑃𝐴𝐴𝛼𝛼 − 𝑃𝑃 𝐴𝐴𝛼𝛼𝑇𝑇𝑃𝑃𝐵𝐵𝛼𝛼 0

∗ (𝛽𝛽−1𝐼𝐼)−1 0
∗ ∗ 𝐵𝐵𝛼𝛼𝑇𝑇𝑃𝑃𝐵𝐵𝛼𝛼 + 𝜎𝜎𝛽𝛽𝐼𝐼

�

𝐴𝐴𝛼𝛼𝑇𝑇𝑃𝑃𝐴𝐴𝛼𝛼 − 𝑃𝑃 = �𝑄𝑄11 𝑄𝑄12
𝑄𝑄21 𝑄𝑄22

�
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(11)𝛥𝛥𝛥𝛥 = 𝜂𝜂𝑘𝑘𝑇𝑇[𝐴𝐴𝛼𝛼𝑇𝑇𝑃𝑃𝐴𝐴𝛼𝛼 + 𝛽𝛽−1𝐴𝐴𝛼𝛼𝑇𝑇𝑃𝑃𝐵𝐵𝛼𝛼𝐵𝐵𝛼𝛼𝑇𝑇𝑃𝑃𝐴𝐴𝛼𝛼 − 𝑃𝑃]𝜂𝜂𝑘𝑘

+𝛼𝛼𝑘𝑘𝑇𝑇[𝐵𝐵𝛼𝛼𝑇𝑇𝑃𝑃𝐵𝐵𝛼𝛼 + 𝜎𝜎𝛽𝛽𝐼𝐼]𝛼𝛼𝑘𝑘 < 0



𝐵
33

= Γ𝑦𝑇
𝐾

2
𝑇𝐵𝑇𝑃

1
𝐵𝐾

2
Γ𝑢 + Γ𝑦𝑇

𝐿𝑇𝑃
2
𝐿Γ𝑦 + Γ𝑦𝑇

𝐿𝑇𝑃
2
𝐵𝐾

2

Γ𝑦 + Γ𝑦𝑇
𝐾

2
𝑇𝐵𝑇𝑃

2
𝐿Γ𝑦 + Γ𝑦𝑇

𝐾
2

𝑇𝐵𝑇𝑃
2
𝐵𝐾

2
Γ𝑦

The following changes in variables are proposed:

𝑃
2

= μ𝑃
1
, 𝑍 = 𝑃

1
𝐵𝐾

2
, 𝑍

1
= 𝑃

1
𝐵𝐾

1
, 𝑋 = 𝐿𝑇𝑅, 𝑌 = 𝑍𝑇𝐿,

𝑌
1

= 𝑍
1

𝑇𝐿, 𝑊 = 𝑍𝑇𝐵𝐾
2
, 𝑊

1
= 𝑍

1
𝑇𝐵𝐾

1
, 𝑊

2
= 𝑍

1
𝑇𝐵𝐾

2

Then, inequality (9) is easily obtained.

IV. APPLICATION OF EVENT-BASED
CONTROL CONDITION

For Event-based control [17] requires

recomputation of the control gains and updating

of the signal when (9) approaches a violation. In

order to write such an equality in a convenient

way, we assume that the input is held constant

between successive recomputations of the FTA. In

the literature this is frequently referred to as

sample and hold:

(14)

Or the sequence represents the moment𝑘
𝑖{ }𝑖 ∈ 𝑁

when the command is recalculated. Subsequently,

we introduce the error « » defined by:𝑒
1
(𝑘)

(15)

which means that

(16)

Such as: is the pseudo-inverse𝐶
1

= 0 Γ𝑢  0 ( ),  𝐶
1
+:

of , : Arbitrary vector represents the𝐶
1

𝑤
𝑘

disturbances.

From equation (5), the dynamics of the system in

the interval is given by:[𝑘
𝑖
, 𝑘

𝑖+1
[

   (17)

Using (12) and (17), held to :

(18)

With

Subsequently, the «  » trigger time can now be𝑘
𝑖

defined as the moment that this equality is

satisfied:

(19)

With

Remark:

The proposed approach can be extended easily to

Lipschitz nonlinear discrete-time systems.

Effectively, the basic idea is to use the DMVT on

the nonlinear function to transform the global

nonlinear system to LPV system using Lemma 2.

The different steps of the synthesis of feedback

control laws for Lipschitz discrete-time systems

are detailed are given in [18].

𝑢𝑢𝑘𝑘 = 𝑢𝑢𝑘𝑘𝑑𝑑∀𝑘𝑘 ∈ [𝑘𝑘𝑑𝑑 , 𝑘𝑘𝑑𝑑+1[ , 𝑘𝑘 ∈ 𝑁𝑁

𝛼𝛼𝑘𝑘𝑑𝑑 − 𝛼𝛼𝑘𝑘 = 𝐶𝐶1
+𝑒𝑒1(𝑘𝑘) + (𝐼𝐼 − 𝐶𝐶1

+𝐶𝐶)𝑤𝑤𝑘𝑘

𝐽𝐽𝑘𝑘𝑇𝑇 �
𝑄𝑄 𝑃𝑃𝐵𝐵𝛼𝛼𝐶𝐶1

+ 𝑃𝑃𝐵𝐵𝛼𝛼(𝐼𝐼 − 𝐶𝐶1
+𝐶𝐶1)

∗ 0 0
∗ 0 0

� 𝐽𝐽𝑘𝑘 ≤ 0

𝐽𝐽𝑘𝑘𝑇𝑇 = �
𝜂𝜂𝑘𝑘
𝑒𝑒1(𝑘𝑘)
𝑤𝑤𝑘𝑘

�

𝑇𝑇

𝐽𝐽𝑇𝑇𝑘𝑘𝑑𝑑ϒ𝐽𝐽𝑘𝑘𝑑𝑑 = 0

ϒ = �
𝑄𝑄 𝑃𝑃𝐵𝐵𝛼𝛼𝐶𝐶1

+ 𝑃𝑃𝐵𝐵𝛼𝛼(𝐼𝐼 − 𝐶𝐶1
+𝐶𝐶1)

∗ 0 0
∗ 0 0

�
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𝐵
α
𝑇𝑃𝐵

α
= 𝐹𝑇𝑃

1
𝐹 𝐹𝑇𝑃

1
𝐵Γ𝑢 𝐴𝑇𝑃

1
𝐵𝐾

2
Γ𝑦 *  Γ𝑢𝑇

𝐵𝑇𝑃
1
𝐵Γ𝑢 Γ𝑢𝑇

𝐵𝑇𝑃
1
𝐵𝐾

2
Γ𝑦 Γ𝑦𝑇

𝐾
2

𝑇𝐵𝑇𝑃
1
𝐹 Γ𝑦𝑇

𝐾
2

𝑇𝐵𝑇𝑃
1
𝐵Γ𝑢 𝐵

33
 ⎡

⎢
⎣

⎤
⎥
⎦



By solving (9) using YALMIP
®

, an optimal

solution is found such that the gains found are as

follows:

5.1: No-attacks Case

First, in the figures below we show the evolution

of the control and various outputs ( ,𝑢
𝑘
  𝑦

1
(𝑘) 𝑦

2
(𝑘))

without errors:

Figure 1: Evolution of the control 𝑢
𝑘

Figure 2: Evolution of the output and its estimate𝑦
1
(𝑘)

f simulates errors of type leak, where the matrix 𝐹
is defined as:

𝐹𝐹 = �
0
0
0.2626

�

𝐿𝐿 = �

  

0.19005 0.071893 0.10582
0.72594 0.81695 0.51331

-0.014559 -0.069732 0.017343
�

𝜇𝜇 = 2.4052
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The system matrices are:

𝐴𝐴 = �
1 0 0
0 1 0
0 0 1

� ;𝐵𝐵 = �
0.0649 0

0

  

0.0649 
0 0

� ;𝐶𝐶 = 𝐼𝐼3

and is equal to the identity matrix . TheΓ𝑢 Γ𝑦 𝐼
event condition rate was chosen to be equal toσ
5%. The initial conditions of the system and the

observer are: [0.4 0.2 0.3]
T

V. NUMERICAL SIMULATION AND
RESULTS

In this section, an application on a pilot system

with three tanks is given. A plant model is

proposed, and the proposed control design is

applied to the system. Experimental results are

given to illustrate the efficiency of the developed

method.
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Figure 3: Evolution of the output and its estimate𝑦
2
(𝑘)

From the previous figures, it is clear that the

proposed output feedback control ensures the

stabilization.

5.2: Case With Attacks
For this case, we apply the attack on the actuator

chain and then on the sensor chain such as

and . The figures𝑏
𝑘
𝑢 = [0. 001 0 ]𝑇 𝑏

𝑘
𝑦 = [0. 3 0 0 ]𝑇

below illustrate the speed of the control to𝑢
𝑘

reduce the impact of cyber-attacks on control and

observer chains and the various outputs ( ,𝑦
1
(𝑘)

) using the trigger condition.𝑦
2
(𝑘)

Figure 4: Evolution of the control 𝑢
𝑘

Figure 5: Evolution of the output and its estimate𝑦
1
(𝑘)
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Figure 6: Evolution of the output and its estimate𝑦
2
(𝑘)

The figures above illustrate the evolution of the

control and the various outputs by switching the

control. This ensures a reduction in the impact of

attacks on the sensors and actuators, while also

guaranteeing the stabilization of the

interconnected system around its equilibrium

point. So, it is clear that the first step in detecting

and identification of attacks has been reached.

VI. CONCLUSION

Based on an event triggered control system, this

paper presents an attack/fault tolerant control

system. By studying the stability using the BMIs

framework and designing the observer, the

feedback controller that calculates the control

inputs is obtained. The triggering mechanism for

the control input must be deduced when the error

exceeds a chosen threshold. Thus, a numerical

validation on a three-tank system that is subject to

disturbances and to an attempt of data

falsification on the sensor and the actuator is

considered with satisfactory results. In addition, a

residual generator and an observer have been

used to detect faults and to isolate attacks. The

extension of the proposed synthesis methods with

nonlinear output and the generalization of the

proposed method for robust schemes could be a

direction for further studies.
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ABSTRACT

In this work, road petroleum bitumen was

modified with styrene butadiene rubber, butyl

rubber and nano-sized dolomite. As a result of

the modification, the basic physical, mechanical

and chemical characteristics of the resulting

composition were improved. It has been shown

that the penetration, softening temperature and

adhesive properties of bitumen as a result of

modification with polymers are improved by 1.3

times compared to standard unmodified

bitumen. The use of rubbers such as butyl rubber,

styrene butadiene rubber and dolomite improves

the mechanical strength and adhesive properties

of road bitumen. Thus, the resulting polymer

bitumen is an excellent binding system for the

resulting asphalt-bitumen mixture.

Keywords: bitumen, modification. styrene-

butadiene rubber, butyl rubber, rubber waste,

polymer-bitumen composition, physical and

mechanical properties, dolomite.

I. INTRODUCTION

Petroleum road bitumen change their physical

and chemical parameters in a wide range

(temperature, frost resistance, ductility, elasticity,

adhesive bond, resistance to aggressive

environments, high dielectric strength, etc.) and,

compared to their low cost, allow them to be used

in various areas.

Petroleum bitumen can be used in agriculture,

construction and many other industries [1-4].

The bitumen used when gluing waterproofing is a

residue from the distillation of petroleum

products. It is a hard-looking, black, shiny mass

that, under prolonged loads, retains its ductility

even at low temperatures [5-7].

Over time, during storage and under operating

conditions under the influence of sunlight and

oxygen, the composition and properties of

bitumen change: the relative content of solid and

brittle components in them increases and,

accordingly, the amount of oily and resinous

fractions decreases, therefore the amount of oily

and resinous fractions decreases. resinous

fractions. increased fragility and hardness (aging

process). Therefore, the process of bitumen

modification is very relevant [8-10].

The properties of bitumen can be improved by

combining them with polymer additives [11].

Currently, in the construction of roads for the

production of asphalt concrete pavements,

bitumen-polymer compositions are used as a

binder, and for this purpose the expensive

polymer thermoplastic elastomer DST-30 is used

[12-13]it is necessary to find more economically

beneficial modifiers for road bitumen [14-16].

Typically, road petroleum bitumen has a plasticity

range, as a rule, no higher than 60-65 C, which is

clearly not enough for the construction of outer

layers of coating in the climatic conditions of most

regions. In addition, viscous road bitumen

practically does not have elastic properties that

determine the resistance of composite materials,

such as asphalt concrete, to destruction under

cyclic loading. Therefore, bitumen binders
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fundamentally require modification and

improvement of physical and mechanical

properties, since by their nature they cannot

provide the necessary durability of asphalt

concrete road surfaces under conditions of

increasing traffic loads [ 17-19].

Based on a set of indicators, polymers and their

waste have the greatest potential for improving

the properties of bitumen binders.

II. METED AND DISSERTATION

To modify oil bitumen grades ROB 25/40, TB

70/30 and Baku 85/25, rubber, rubber waste and

nano-sized dolomite were used. The recipe and

composition of the components are given in

Tables 1, 2 and 3, and the physical and mechanical

properties of the bitumen used are given in Table

4.

Subsequently, based on the obtained

compositions, an asphalt concrete mixture was

prepared using mixing equipment

Table 1: The composition of the composition based on rubber crumb (RC)

Name of Components

№ Samples

1 4 5

The content of the mass parts

Bitumen 100 100 100 100 100

BR+BSR+rubber waste

(2%+3%+8%)

Sulfur+

nano-sized dolomite

2

1,5

- 1,5

2,0

1,5

2,0

8

1,5

2,0

10

1,5

2,0

Dolomites are a sedimentary rock that includes

dolomite itself - CaCО3·MgCО3, with admixtures

of clayey, ferruginous, siliceous and other

substances. Dolomites come in granular, politic

and crystalline structures. The hardness of

dolomite is slightly higher than the hardness of

limestone, its density is 2.0 - 2.8 g/cm3, and its

tensile strength ranges from 120 - 300 MPa.

Dolomite has a white, greenish-brown, brown and

reddish-brown color. Taking into account the

above, it must be assumed that it can be more

effective than limestone materials when

constructing structural layers of road and airfield

pavements.

Different quantitative ratios of calcium carbonates

in sedimentary rocks are one of the reasons for

the wide variety of mineral-petrographic and

physical-mechanical characteristics of these rocks,

the name of which depends on the percentage of

calcium carbonate in them, which is clearly shown

in Table. 2.

Table 2: Content (% by weight) of calcium carbonate in limestone and dolomite

Name of

Mineral

Standard for carbonate, in % by weight

Pure

Limestone

Dolomite

Limestone

Dolomite

Limestone

Calcareous

Dolomite

Calcareous

Dolomite
Pure Dolomite

CaCO3 90-100 75-95 50-75 25-50 5-25 0-5

СаСО3 MgCO3 0-10 5-25 25-50 50-75 75-95 95-100
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The mechanical properties of limestones play a

significantly important role in road and airfield

construction, since these properties depend on the

strength and cementing ability of the carbonate

rocks they contain, as well as on the presence of

non-carbonate impurities, which, in each

individual case, are characterized by the chemical

composition of the specific limestone material .

The composition of the composition based on the

components we use is given in Table 3.

Table 3: Composition of bitumen-polymer compositions

Physic-Mechanical Properties of Petroleum Road Bitumen Modified with Styrene-Butadiene Rubber, Butyl Rubber and Nano-Sized Dolomite

L
on

d
on

 J
ou

rn
al 

 o
f 

E
n

gi
n

ee
ri

n
g 

R
es

ea
rc

h

©2024 Great Britain Journals Press Volume 24 | Issue 4 | Compilation 1.0 15

Composition

Components

The Content of Components, Mass. H. By Examples

1 2 3 4 5 6 7 8 9

Rubber

crumb+Br+BSR
- 5 10 15 20 25 30 35 40

Bitumen 200 200 200 200 200 200 200 200 200

Filler 200 200 200 200 200 200 200 200 200

nanoclay+wooden

stone(1+1)

150 - - - 10 10 10 10 10

The mixing

temperature of

the components

in the mixer, ° C

100 70 90 100 160-180 70 90 70 100

Mixing time, min 15 10 12 15 65-120 10 12 10 15

As laboratory studies have shown, the

introduction of 2 wt.% active rubber powder into

grade A asphalt with good properties leads to a

doubling of its softening temperature, while the

frost resistance and elasticity of asphalt concrete

increase.

Rubber, being an elastomeric material with a

unique set of properties, only improves the

durability of polymer-asphalt concrete.

In our work, the main attention was paid to

improving the properties of domestic low-quality

oxidized bitumen. The introduction of polymers

and their waste leads to a sharp increase in the

properties of Indicators of physical and

mechanical properties of asphalt mixtures.

As laboratory studies have shown, the

introduction of 2 wt.% active rubber powder into

grade A asphalt with good properties leads to a

doubling of its softening temperature, while the

frost resistance and elasticity of asphalt concrete

increase.

Rubber, being an elastomeric material with a

unique set of properties, only improves the

durability of polymer-asphalt concrete.

In our work, the main attention was paid to

improving the properties of domestic low-quality

oxidized bitumen.

The introduction of polymers and their waste

leads to a sharp increase in the properties of

bitumen (Tables 4 and 5).



Table 4: Physic-mechanical properties of a composition based on polymers and bitumen

№ Indicators

Samples

1 2 3 4 5

1. Penetration of a needle at 25 ° C 38 72 100 71 96

2. Softening point, ° C 49 68 82 56 75

3. Fragility temperature, ° C -10 -10 -26 -8 -20

4. Tensile at 25 ° C 40 60 70 55 60

5. Density, g / cm 3 2,34 2,36 2,38 2,2 2,4

6. Temperature changes at T = 65

° C for 5 hours
7 6 6 6 6

7. Tensile strength at 20 ° C

                                   at 50 ° C

2,4

0,9

3,0

1,0

3,5

1,2

3,1

1,1

3,4

1,3

Table 5: Indicators of physical and mechanical properties of asphalt mixtures

Indicators
Indicator Values for Examples

1 2 3 4 5 prototype 6 7 8 9

Tensile strength, MPa 4,5 10,0 6,0 6,5
Breaks

without load
7,0 8,0 5,0 9,5

Elongation at break,% 650 850 1100 780 - 900 900 700 830

Shore A hardness,

Con, unit, усл. Ед
63 50 35 58 20 45 43 40 45

Polymer fluidity

Т=190 °C, Р=49 Н,

q/10 min

18 20 40 35 100 30 35 30 25

The introduction of crumb rubber in bitumen allows to obtain a binder, which provides a significant

improvement in the deformability and crack resistance of asphalt concrete.

Table 6: Physical -mechanical properties of crushed stone-mastic asphalt concrete with the

introduction of Thermoplastic Polyethylene on stone materials

№ The name of indicators
Norms on

Standard

0 % 0,1 % 0,2 % 0,3 % 0,5 %

Thermoplastic Polyethylene

1 Density (bulk density), g / cm3 - 2,39 2,40 2,40 2,41 2,41

2 Residual porosity, % 2,0–4,0 3,761 3,358 3,358 2,956 2,956

3 Water saturation, % by volume 1,5–4,0 2,82 2,33 2,23 2,16 2,01

4.

Tensile strength in

compression, MPa at

temperature: 200 ° С

500 ° C

-

2,5-0,70

3,29

0,75

3,52

0,87

3,67

1,00 3,99 1,11

5. Water resistance coefficient - 0,86 0,92 0,94 0,95 0,97

Physic-Mechanical Properties of Petroleum Road Bitumen Modified with Styrene-Butadiene Rubber, Butyl Rubber and Nano-Sized Dolomite

L
on

d
on

 J
ou

rn
al 

 o
f 

E
n

gi
n

ee
ri

n
g 

R
es

ea
rc

h

©2024 Great Britain Journals PressVolume 24 | Issue 4 | Compilation 1.016

4,12

1,12



6.

The coefficient of water

resistance during prolonged

water saturation (15 days.)

0,75 0,79 0,86 0,88 0,91 0,92

7.

Fracture resistance - tensile

strength at split at a

temperature of 0 ° C, MPa

3,0 – 6,5 3,48 3,82 3,99 4,21 4,16

8. Coefficient of internal friction tg 0,94 0,89 0,90 0,92 0,92 0,91

9. Shear grip at 500 ° C, MPa 0,20 0,18 0,33 0,57 0,60 0,65

10. The binder runoff index,% 0,20 0,24 0,19 0,18 0,15 0,13

The values of structural and rheological constants were established as a result of testing coating

samples and constructing rheological curves (Table 7).

Table 7: Structural and rheological constants
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Coating 1 (bitumen) Coating 2 (polymerbi Bumen)

Po
Po

1/de

gree

s

Po
Po

1/degrees

+20
о
С 2,5-10

6
2,18-10

6
4,6-10

2
4,3-

10
2

5,76-10
6

5,02-10
6

1,4-10
2

2,95-10
4

+10
о
С 6,3-10

6
5,45-10

6
11,1-10

2
- 7,9-10

6
6,84-10

6
3,39-10

2
-

0
о
С 1,55-10

7
1,15-10

7
27,2-10

2
- 1,41-10

7
1,05-10

7
8,3-10

2
-

-10
о
С 3,9-10

7
2,94-10

7
1,51-10

3
- 2,59-10

7
1,95-10

7
1,55-10

3
-

-20
о
С 9,9-10

7
2,07-10

7
5,7-10

4
- 3,08-10

8
6,45-10

7
1,74-10

3
-

Thunders

torm

during

rain

6,3-10
6

6,3-10
6

11,1-10
2

- 7,9-10
6

6,84-10
6

3,39-10
2

-

Calculations of temperature stresses arising in coatings at different temperatures are given in table 8

Table 8: Temperature stresses in coatings

Stress in the temperature range, Pa

Type Covered +20
о
С +10

о
С 0

о
С -10

о
С -20

о
С

Thunderst

orm

Oil Polymer bitumen

70/30)
4,86 12,24 27,7 70,24 90,7 62,5

Polymer bitumen

“The cream”
5,57 7,62 12,5 2,14 43,36 38,17



: n the work, the further study was to determine

the durability of the resulting polymer-

phaltobitumen system. The calculation is based

on assumptions under which temperature and

stress change continuously, and the destruction

process is irreversible according to the Bailey

criterion (the principle of summation of stresses).

Under the influence of various stresses, the

material loses a certain amount of strength each

time, and when the amount reaches unity, it

collapses.

After determining the durability values of coatings

at different temperatures depending on the

operating stresses, the overall durability of the

materials was determined using the formula

where is the percentage of days in a

year with a temperature of ;

-durability of the material,

respectively, at temperatures

III. RESULT
Thus, the computational and experimental

method for predicting the durability of a coating

comes down to an experimental study of the

properties of the coating material under various

test conditions and further calculation of the

durability of these coatings.

This paper presents the results of computational

and experimental studies of the durability of

coatings made of various materials:

Since the most common cause of destruction of

asphalt concrete is the formation of cracks due to

the difference in temperature deformations of the

coating and the base or the coating layer and the

base, Comparison of standard properties of

asphalts with polymer-bitumen coating mass was

reduced to determining changes in structural-

rheological and physical-mechanical properties,

including weather resistance and water resistance,

and, as a consequence, service life and reliability.

of these materials has been determined.

It has been shown that to improve the

performance of highways and their durability it is

necessary to modify them with polymers such as

BR and BSR.
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ABSTRACT

This study investigates the efficacy of laser

surface hardening (LSH) as a method to enhance

the wear resistance of metal gears, comparing it

with traditional hardening techniques such as

induction and flame hardening. The LSH process

involves using a high-energy laser beam to

rapidly heat the gear surface, resulting in

microstructural changes that increase hardness

and wear resistance. Experiments were

conducted using two common gear steels,

JIS-SCM415 and JIS-S45C, with the laser

parameters optimized to achieve the desired

hardness profile. The results showed that the best

hardening was achieved with a laser power of

1000W, scanning speed of 100mm/s, and a spot

size of 1mm, resulting in a surface hardness of

672 HV and a core hardness of 502 HV. Wear

testing indicated that the wear rate of

laser-hardened gears was comparable to new

conventional gears, with a weight loss of 10-12

mg/hr. The study demonstrates that LSH can

significantly improve the wear resistance of

gears, with minimal distortion and precise

control over the hardened depth, making it a

promising alternative to conventional hardening

methods for enhancing gear longevity and

performance.

Keywords: laser surface hardening; wear

resistance; metal gears; surface hardness;

microstructural changes; gear steels; hardening

parameters; wear testing; gear material

properties; surface treatment techniques.

I. INTRODUCTION

There are four directions of hardness

enhancement techniques, namely: solid-state

phase transformation hardening, surface coating,

chemical heat treatment, and surface hardening

[1], [2]. Laser surface hardening (LSH) is a newly

developed surface hardening process that

provides an effective means to increase the wear

resistance of gear material [3]. This is a process in

which a focused coherent high-energy beam is

used to rapidly heat the metal at the surface to a

temperature which is above the transformation

temperature and the melting point, but which is

well below the temperature of the entire

workpiece. The laser heat source is moved over

the surface in a regular pattern and then the part

is either water or air cooled. The change in the

microstructure of the substrate induced by the

cooling rate of the treated area, which is

controlled by the thermal diffusivity of the

material and the laser scanning speed [4].

Typically, the laser hardening process involves the

heating and cooling time of the order of

microseconds up to milliseconds [5]. By selecting

suitable processing parameters, various

microstructures and hardness profiles can be

obtained. If the gear made of through-hardening

steel like JIS-SCM415 is subjected to the

through-hardening heat treatment, which offers

the highest possible wear resistance, the hardness

profile obtained by the laser hardening process

should be similar to the through-hardening

profile. Although the basic principle of the laser

hardening process is well understood, the

prediction of the optimum process parameters

and the evaluation of the gear's micro-macro

hardness profile have not been established due to
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a lack of knowledge on the kinetics of the heating

and cooling of the gear material and the

measurement method of the thermal physical

properties of the work material [6]. The

microstructure changes caused by the laser

surface hardening process are complex and

diverse. Compared with the usual hardening

process such as quench hardening, with that in

mind, it is understood that the hardness of the

laser-treated area and the wear resistance do not

correlate simply, and most of the previous studies

report that the wear test produces better results

than the hardness test [7]. Since it is incredibly

difficult to directly evaluate the gear tooth surface,

we will examine the wear resistance of the

pin-on-disk wear test and clarify the correlation

between the wear micro-macro area and the

hardness profile to provide a measurable method

in the evaluation of the gear's micro-macro

hardness profile, thus obtaining the optimum

process parameters and the hardening design that

creates the minimum gear wear in any situation.

1.1 Background

Laser hardening, compared to other surface heat

treatments such as induction and flame

hardening, offers several advantages. Laser

hardening is applicable for irregular surfaces and

complicated shapes, as the heat source from the

laser can be controlled easily. It can also be used

for local hardening or hardening only in specific

areas [8]. This is important because only the

surface of the gear needs to be hardened. In

previous research, the steel manufacture of

material gears has been used from cheap steels to

expensive alloy steel. This is interesting for study

because the method of hardening can affect the

properties of the material, and possibly the

method can be used in hardening other materials

such as iron and steel cast, or even stainless steels.

Gears needing wear and pitting resistance means

we require higher surface hardness. As the gears'

loading condition assumes that the hardness

value of the core and surface are considered the

same, this will make the contact stress of the gear

very high, which affects the hardness of the

material around the area. Under these conditions,

high contact stress promotes the gear's surface to

be worn and decreases the hardness. High

hardness of the gear surface means we also need

to consider the ability to deliver good fatigue

resistance and abrasive wear resistance. This is

different from the characteristic of through

hardening as it is better used for case hardening

with the gear.

In recent years, the investments in the machinery

industry have escalated the manufacture of

mining, construction, oil and gas machinery

equipment, and methods to process metal

surfaces that can change the properties and

increase their performance lifespan. In these

industries, metal gears have been long used as

they are suitable for harsh conditions and heavy

loading. Gears are usually made from low carbon

steels with sufficient strength and toughness.

1.2 Objective
The procedure to be followed in this work for

obtaining the above expected result is as follows:

1. Selection of processing parameters of the laser

such as beam diameter, power, speed, and

spot size. With these parameters, a small

portion of the surface of the gear is heated and

then it can be quenched immediately by

contact from the rest of the material, resulting

in microstructure changes.

2. Gear samples will be checked for various

microstructures and hardness between small

variations of laser parameters;

3. The wear resistance of these selected

simulated microstructures will be tested in the

laboratory and conducted field tests;

4. The wear rate of these gears will be used to

compare it to the previous gears by preparing

a dual block between two gears and loading it

by means of a spring and applying rotational

motion. This whole procedure is done to test

the toughness of microstructures of gears.

II. LITERATURE REVIEW

Gears are mechanical components used to

transmit motion between rotating shafts. Most

often, gears are used to increase or decrease the

torque, increase or decrease the speed, and/or

change the direction of the shaft rotation [9].

There are many different types of gears such as
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spur gears, worm gears, bevel gears, etc., that are

used in a variety of appliances. Gears are generally

made out of metal due to the high strength

characteristics [10]. Steel is most often used due

to its high strength and low cost. Gears are subject

to a unique form of wear called macropitting, for

which few treatment options exist, and tooth

breakage, which can generally be prevented

through increasing the hardness of the gear [11].

Gears enable the transmission of motion and

power between rotating shafts. However, they are

often regarded as weak components in machinery

and are susceptible to failure through a variety of

failure modes [12]. Each gear has its own specific

gear tooth design. While each design has different

applications and performance requirements, they

all will encounter wear. Just a few examples of the

types of gears are bevel, helical, spur, and worm

gears [13]. Wear can vary from being a marginal

concern for some applications to being a crippling

problem for others. Even though wear is an

undesirable phenomenon, it can be used as an

end-of-life indicator for some applications when

catastrophic failure is a possibility [14].

Wear is defined as a surface degradation involving

the progressive loss of material from a solid body

while it remains in repetitive contact with another

body. There are a variety of wear forms that affect

gears such as abrasive wear, adhesive wear, and

pitting. These wear forms are caused by contact

stress [15]. High contact stress often causes

surface fatigue and gear failure as the objects slip

to a rolling motion. It is estimated that 85% of

gear failures are the result of surface fatigue.

Gears can fail from pitting fatigue, with an

incidence rate as high as 28%. Pitting damage is

related to the loss of surface strength and is

characterized by the formation of surface cavities

and eventual removal of surface material from

adhesive wear [16]. Gears subject to pitting

exhibit increased surface roughness and noise and

generally cannot meet the intended gear life.

Pitting can cause complete tooth failure or failure

of the entire gearbox. The various types of metal

gears have different wear resistance properties

and for certain applications, it may be necessary

to enhance these properties in order to increase

the useful life of the gear [17].

When comparing modern hardening techniques,

laser beam hardening is relatively new, emerging

in the 1980s [18]. However, its use is increasing in

industry, particularly in the automotive and

machine tool industries. It is a selective hardening

process using a laser as a heat source. The process

is normally conducted using a CNC machine,

allowing a precise hardened area to be achieved.

Gears are an ideal candidate for laser hardening

because their geometry allows heat to be applied

to precise locations, with minimal thermal effect

on the surrounding area, enabling production cost

reduction [19]. The aim of laser hardening is to

increase the wear resistance of the gear surface

and improve fatigue strength. This is achieved by

the rapid heating and subsequent rapid cooling of

the surface that changes the microstructure only

in the surface layer, resulting in increased

hardness and wear resistance. By careful selection

of process parameters, a range of microstructures

can be achieved to suit the particular gear

application. A key advantage of laser hardening

over conventional hardening methods is the

minimal distortion that occurs due to the localized

heating and cooling [20]. This is a significant

benefit, allowing closer dimensional tolerances to

be held, reducing or even eliminating the need for

post-hardening finishing operations. The

hardening depths can be more closely controlled

than by conventional methods, typically ranging

from 0.8-1.2 times the laser spot diameter [21].

However, this can be adjusted by multiple scans of

the laser to achieve greater depths if required.

This contrasts with conventional case hardening

that often results in a thin, hard surface layer but

with a significant predetermined risk of distortion

to the part and a shallow hardened depth.

III. MATERIAL AND METHODS

Laser surface hardening is a recent addition to the

induction hardening process, which uses a

focused infrared laser to heat the surface of steel,

with the heating rate and cooling rate are

extremely high. When the laser stops heating the

surface, the steel will cool extremely fast to room
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temperature. This will produce a martensitic

structure at the surface. Depending on the heating

rate and energy input, it is possible to harden to a

depth between 0.5 to 3mm. This method is very

favorable for only hardening the surface because it

does not require any masking or post-cleaning

process. The high cooling rate also minimizes part

distortion. In this research, Rofin DC-015

diffusion cooled CO2 slab laser and a max pulse

energy of 1.8kJ were used. In order to get the best

process parameters, the Taguchi method was

used. By analyzing an array of experiments, it

makes it possible to determine which factor is the

most important, and which level of the factor is

the best.

The selection of materials for metal gears is very

important for improving wear resistance

properties. In this study, two types of commercial

metal gears, JIS-SCM415 and JIS-S45C, were

used. Generally, JIS-SCM415 is used for small

gears and it is a low carbon alloy steel which has a

good secondary hardening effect. JIS-S45C is a

low carbon steel which is commonly used to

produce the gears. Both materials are widely used

for transmission elements because of their

relatively low cost. These gears were heat treated

to increase their hardness value. The steel

hardening process is essential to provide

hardness, to make sure it does not wear easily

when it is used. As there are a number of steel

hardening methods, one of the best methods to

harden only the surface is by using a laser beam.

By varying the process parameters, it can produce

different hardness levels at the surface.

3.1 Selection of Metal Gear Materials
In order to establish the wear mechanisms and

the effect of laser processing for the materials

studied, there will be wear testing of both the as

received and laser treated gear materials. A series

of wear tests for pitting and scuffing using a ball

on disc machine will be performed with rotating

and reciprocating motion respectively, using gear

specimens to represent a simplified version of

gear contact, i.e. line contact under high Hertzian

stress between two parallel cylinders. Static

contact tests will also carried out to observe the

galling resistance of the surface hardened

materials. An assessment of the wear damage and

wear rate at each contact condition will be used to

correlate the materials wear performance with

their contact fatigue performance and wear

simulation models in the future.

The needs for near net shape processing and

improved mechanical performance are driving the

use of powder metallurgy (P/M) materials for

transmissions components, however these

materials often perform poorly in component level

rolling contact fatigue tests due to the large

surface porosity and the detrimental affect this

has on surface contact damage. An iron based

P/M material, Ancorloy 60, has been selected as a

representative of P/M materials in general given

its similar composition to conventional steel, and

it is anticipated that there will be a significant

improvement in its wear resistance from laser

surface hardening. This will allow a comparison to

be made of the performance in gear contact

fatigue of the P/M material against conventionally

through hardened steel gears, with respect to the

microstructures and wear response of the two

materials.

The most commonly used carburising steel for

gears is EN36, a 3% NiCrMo steel specified in

British Standard 970 Part 1. The steel is through

hardening and possesses a good combination of

strength and toughness in the heat-treated

condition, which makes it a good candidate for

case hardening processing techniques such as

carburising and induction hardening. However

carburised gears themselves are rarely specified to

be laser case hardened, and EN36 is difficult to

conventionally through harden due to its

hardenability and the alloy it contains. This

means that the wear resistance of the gear tooth

surfaces in service tends to be low due to near

surface fatigue damage over time from rolling and

sliding contact. The effect of this is surface pitting,

with a high proportion of contact fatigue cracks

and spalling.

The important issues for the choice of gear

material have narrowed the choice down to two

metal materials, each having certain

characteristics in mechanical properties and

microstructures that could affect the wear
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response and hence the success of laser

processing for improving their wear resistance.

3.2 Laser Surface Hardening Process
Parameters

Hardness of metal gears. The parameters that

affect are power, scanning speed, overlapping,

spot size, and type of gas. In this research, argon

gas was used as an inert gas. Spot sizes used were

1mm and 2mm. Two types of power have been

chosen, low power and high power. The samples

were prepared according to the international

standards for abrasive wear testing, and the

hardened layer was observed under a

metallurgical microscope. Microhardness test

data and metallography photos showed the depth

and width of the hardening layer. Wear tests were

conducted using pin-on-disc method. From this

research, it was found that the best laser

hardening results are produced using power of

1000W, scanning speed 100mm/s, argon gas, spot

size 1mm, and quench method. Depth of

penetration was 0.3mm with 672° microhardness

value in the hardening layer and 502° on core

material. Weight loss in wear testing is 10-12

mg/hr which is equivalent to the wear rate for

new conventional gear. After several tests, it was

concluded that the laser hardening process can

increase the wear resistance of the gears. High

scanning speeds and powers increased wear on

the disk surface and possibly increased the

temperature inside the samples, generating the

thermal cracking. High scanning speeds and

powers increased wear on the disk surface and

possibly increased the temperature inside the

samples, generating the thermal cracking.

3.3 Wear Testing Procedure

An accelerated wear testing procedure was

conducted to compare the wear resistance of laser

surface hardened and conventionally heat-treated

gears. A modified four ball test rig was used to run

the wear tests using 52100 bearing steel balls. The

ball on flat configuration was chosen as it

simulates a realistic gear tooth contact. The

geometry of the balls was slightly modified to have

a flat surface on the bottom to closely replicate the

actual contact conditions. The test conditions

were 294N load, 0.07m/s and the test duration

was for 1 hour. This gave a total sliding distance of

252m which is sufficient to give good data

repeatability. This test rig was also used in other

research projects for testing gear materials. The

wear volume on both the balls and discs were

measured with a microbalance using Vegard’s

rule, with an accuracy of . This type of1𝑥10−6𝑚𝑚3

test quantifies the wear rate of the material and is

good for determining the ranking of wear

resistance between different materials. Further

wear tests were also carried out using the same

balls and disc specimens in a fully formulated gear

oil under the same conditions to compare wear

rates in both dry and lubricated conditions.

3.4 Data Collection and Analysis
To determine the wear volume, wear testing is

carried out using a laboratory test machine known

as the SRV wear testing machine. The SRV wear

testing (also known as block on ring) machine is a

three-order servo-hydraulic machine with a

loading capacity up to 15kN. It is versatile dry and

lubricated testing unit used for tribological testing

of materials, lubricants and transmission

elements in accordance with several national and

international standard test methods. The machine

can mimic actual working conditions where the

gears are usually operated and can carry out wear

testing for the duration required to obtain wear

volume data.

Data collection is a very important step as it

assists in measuring the quality of the hardened

layer on the material. In this case, wear test is

used to analyse the wear resistance properties of

the laser surface hardened samples as compared

to the samples without laser surface hardening.

Wear test was conducted on the as prepared

samples to obtain the initial data and also on the

hardened samples after laser surface hardening is

carried out on them. Wear test on the as prepared

samples is carried out in order to obtain the initial

wear rate and also to compare the wear rate of

these samples with the samples after laser surface

hardening is done on them. This will then show

the difference in wear rate between the as

prepared samples and the hardened samples and

whether laser surface hardening will improve the
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wear resistance properties of the gear samples.

The wear testing results are then used to prepare

graphs of wear volume against distance slid for all

samples. From these graphs, the wear rate of the

samples can be determined.

IV. RESULTS AND DISCUSSION

In the present work, an extensive series of

pin-on-disc wear tests has been carried out using

laser-treated gears in an attempt to establish the

optimal conditions for wear performance in a

range of gear steels. These results form the basis

for assessing the wear resistance improvement

achieved using laser surface hardening, the effect

of process parameters on wear performance, and

the wear performance of laser-treated gears

compared with other surface hardening

techniques. The wear tests were carried out using

a block-on-ring test rig, which is designed to

simulate the conditions of rolling/sliding contact

experienced by gear teeth. The variation of wear

rate with applied load was investigated, and the

mechanism of wear established by examination of

the worn surface and wear debris. In general, the

wear resistance of laser-treated gears was

improved considerably compared with untreated

gears, and the degree of improvement was

dependent on the steel and the laser hardening

conditions.

Wear is one of the predominant reasons for the

provision of replacement of engineering elements,

and it is a very complex phenomenon involving a

number of mechanisms. Laser surface hardening

is a technique that improves the wear resistance

of contacting surfaces by providing a thin

superficial layer of high hardness. It is possible to

control the microstructure and composition of the

hardened layer and hence its wear properties,

independently of those of the bulk material. The

influence of process parameters on wear

performance can also be investigated and related

to the microstructural changes in the layer.

4.1 Wear Resistance Improvement in Laser
Hardened Gears

Various types of surface hardening techniques,

such as flame hardening, induction hardening,

nitriding, and carburizing, are available to

increase the surface hardness of metal. But these

techniques increase the hardness of the surface up

to a certain depth from the surface and also offer a

hardening depth gradient. It has been reported

that a higher hardness level of the gear increases

the wear resistance of the gear. The depth of the

hardened layer of the above-mentioned hardening

processes may be sufficient to improve the wear

resistance of the component, but it is very difficult

to control the hardening depth, and maintaining a

hardening depth gradient is dangerous for heavily

loaded gears. So, it is possible that the gear may

become too hard and brittle and may experience

tooth breaking during operation. Therefore, it is

necessary to select a hardening technique that will

provide a uniform hardened layer with a

controlled depth from the surface. A uniform

hardened layer means constant hardness at the

same depth from the surface. A very high

hardness level is not required for plain carbon

steel gears. A tempered gear will not be subject to

brittle tooth failure. A hardened layer having a

hardness of 50 to 60 HRC with a depth of 0.5 to 1

mm is cultivated for the same above-mentioned

reasons. This range of hardness is quite sufficient

to improve the wear resistance of the gear, and it

is also possible to remove the big gear by grinding

after the hardening operation in order to remove

the hardened layer and any geometric changes

into the tooth profile. This can be achieved if the

gear is pretreated before the last hardening to

remove scale and oxidation layers on the gear.

High carbon gears may be gas last hardened and

directly last hardened in a protective environment

can offer a surface hardened layer with controlled

hardening depth, but the cost of the same is quite

high. Last hardening techniques use high power

density energy sources such as laser, electron

beam, and plasma. High power density radiations

are directed towards the material surface, and the

energy of the radiation is absorbed by the

material. It has been reported that by inputting an

accurate quantity of heat to the material, it is

possible to obtain a uniform hardened layer with

controlled hardening depth. The depth of the

hardened layer obtained from laser last hardening

is very shallow compared to the other last

hardening techniques, and it may be a suitable
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last hardening process for gearing. So, last surface

hardening using laser is selected as a hardening

method to improve the wear resistance property

of plain carbon steel gears.

In the present work, an attempt has been made to

use the last surface hardening technique to

improve the wear resistance properties of gears

made of plain carbon steel. These gears are widely

used for sugar cane crushing in the sugar

industry. Such types of gears experience severe

wear in field operations. The wear resistance

property of the gear has been closely associated

with the surface hardness of the gear. To improve

wear resistance, the surface hardness of the gear

should be increased and improved. It has been

reported that the wear rate can be significantly

reduced by increasing the surface hardness of the

gear.

4.2. Effect of Process Parameters on Wear
Resistance

At each of the three loads, wear rate increased

with an increase in corresponding specific wear

rates mentioned earlier. From these two pieces of

data, wear intensity was calculated to examine the

effect of pin hardness on the mated surface. Both

the specific wear rate and wear intensity on the

cobalt base alloy were virtually constant at all test

loads. A similar situation was discovered with the

heat-treated 0.5% carbon steel. Very much higher

specific wear rates were encountered with the

as-received steel and also the annealed steel. For

the heat-treated steel, wear rate also increased

with an increase in load, although it was lower

than that encountered with the other forms of this

alloy. This suggests that increasing gear surface

hardness has a beneficial effect on wear

resistance. Several changes in wear mechanism

were discovered for the gear materials at various

combinations of load and speed. These changes

could be rationalized in terms of a modified PV

value. The specific wear rate for the cobalt base

alloy was almost constant at all test conditions,

suggesting that abrasive wear was occurring. This

is typical of adhesive wear, and the increase in

wear rate with an increase in PV value is caused

by the increase in surface contact temperature

softening the cobalt binder phase in the cemented

carbide and allowing increased adhesion to the

steel counterface. This change in wear mechanism

was confirmed by examining pin and tooth

surfaces for evidence of transfer of cobalt base

alloy.

4.3 Comparison with other Surface Hardening
Techniques

Another important factor is the alloying element.

The compound layer of the carburized gear tooth

absorbs carbon and becomes very brittle. This is

not desirable in some cases like heavy vehicle

gears. An induction hardened gear absorbs less or

no alloying element depending upon the material

and process parameter. In this case, alloying

elements do not change much and properties just

alter due to a change in hardness. It quite often

does not satisfy the overall aim of improving wear

resistance. Laser hardening has an advantage in

this case by avoiding thermal stress and surface

melting the part of the gear tooth. High alloying

steels can be surface melted and cooled rapidly to

improve the properties without deteriorating

overall properties by thermal stress.

On the other hand, the laser hardened layer has

hardness more than 700 HV and the average

hardness of the whole melted zone is almost

equally good, which stays close to the surface

hardness and gradually minimizes at a certain

depth. This kind of hardness profile will ensure

much better wear resistance during sliding and

pitting, and it is expected that the fatigue strength

of the gear tooth will also improve due to the

higher hardness of the surface layer.

The properties achieved by laser hardening were

compared with two conventional and most widely

used surface hardening methods, i.e. gas

carburizing and induction hardening. The

hardness profile of the laser hardened layer is far

better than the hardened case of carburizing and

close to the induction hardening. The hardness

profile of the carburized surface indicates a thin

compound layer having hardness in the range of

900-1000 HV, which gradually minimizes and

stays around 500 HV after a certain depth. The

induction hardened layer has hardness more than

550 HV and gradually minimizes at greater depth.

Improvement of Wear Resistance Properties of Metal Gears using Laser Surface Hardening

L
on

d
on

 J
ou

rn
al 

 o
f 

E
n

gi
n

ee
ri

n
g 

R
es

ea
rc

h

©2024 Great Britain Journals Press Volume 24 | Issue 4 | Compilation 1.0 27



The hardness obtained from these two techniques

at the surface of the gear is not good enough to

improve the wear resistance of the gear tooth

during sliding to a greater extent.

V. CONCLUSION

This research has successfully demonstrated the

potential of laser surface hardening (LSH) as an

effective method for enhancing the wear

resistance of metal gears. Through the careful

selection of laser parameters, including power,

scanning speed, and spot size, it was possible to

achieve significant improvements in surface

hardness and wear resistance. The optimized

parameters resulted in a surface hardness of 672

HV and a core hardness of 502 HV for gears made

of JIS-SCM415 and JIS-S45C steels. Wear testing

further confirmed that the wear rate of

laser-hardened gears was comparable to that of

new conventional gears, with a weight loss of

10-12 mg/hr.

The study also highlighted the advantages of LSH

over traditional hardening methods such as

induction and flame hardening. The precision and

control offered by the laser process allow for

minimal distortion and the ability to target

specific areas for hardening, making it

particularly suitable for complex gear geometries.

Furthermore, the rapid heating and cooling rates

associated with LSH result in a fine

microstructure that contributes to the enhanced

wear resistance.

While the results are promising, it is important to

note that the relationship between hardness and

wear resistance is not straightforward. The wear

performance of gears is influenced by a range of

factors including the microstructure, residual

stresses, and the presence of surface defects.

Therefore, future work should focus on a deeper

understanding of these factors and their

interaction with the laser hardening process.

Additionally, further studies are needed to

optimize the LSH process for different types of

gears and materials, and to evaluate the long-term

performance of laser-hardened gears in real-world

applications.

In conclusion, laser surface hardening has been

shown to be a viable and effective technique for

improving the wear resistance of metal gears. Its

ability to precisely control the hardening process

and achieve desirable microstructural changes

makes it a promising alternative to conventional

hardening methods, with the potential to extend

the service life of gears in various industrial

applications.
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Discrete Time Modeling in Hierarchically
Consensus Controlled Boost Based DC

Micro-Grids
Miguel Parada Contzen

____________________________________________

I. INTRODUCTION
DC microgrids are becoming increasingly important for integrating re-

newable energy sources into the power grid. By utilizing distributed genera-
tion units to meet local demand, these microgrids play a critical role in the
transition towards a more sustainable energy matrix [1, 2]. What started as
a simple photo voltaic (PV) microgrid implementation, as seen in [3], has
evolved into complex mesh topologies with distributed generation units that
require autonomous control to avoid centralized planning. This approach
enhances the reliability and power quality of local users [4–7].

In the context of DC microgrids with smart actuation on distributed gen-
eration units, it is possible to adopt the hierarchical control schemes proposed
for AC microgrids, as presented in [6, 8, 9]. Various studies have reviewed this
approach, including [10–13]. At the primary level of control, electronic power
sources are implemented with commutated circuits that exhibit small time
constants, which have been studied in standard power electronics textbooks
such as [14, 15].
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the implementation of distributed voltage sources, while the secondary level uses a consensus

algorithm to reach power sharing among the sources, and in troduces an auxiliary loop to

secure voltage regulation around the nominal value. We model the entire network, considering

the switching process of each individual converter, primary and secondary level controllers,

hardware and communication interconnections, as a discrete time system, in opposi tion to the

documented continuous time dynamic assumption. This leads to obtain an explicit

representation of the entire grid, which is closer to its final hardware implementation, and

facilitates dynamic trajectory analysis over specialized or conventional hardware. The

developed convergence criteria for the discrete time closed loop system is corroborated by

dynamic simulations which also show the main benefits of the discrete time modeling.
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At a slower actuation rate, the secondary level of control in microgrids
focuses on regulating entire microgrids with multiple active buses. Similar
to multi-agent systems, each regulated voltage source must have a control
unit to process signals received from other units or locally measured. This
topic has been extensively documented in various sources, including books
like [1, 16]. In DC microgrids, droop control is a popular strategy, as seen in
[6, 17, 18]. However, consensus-based approaches have also become important
in achieving global control objectives such as power sharing [19–21], voltage
regulation [18, 22, 23], and more recent approaches as presented in [24–27].

While most of the literature on microgrids uses idealized continuous time
dynamics, in reality, power electronic sources and distributed controllers are
implemented on digital hardware that runs on different clocks. Therefore,
discrete time modeling of the individual components of a microgrid is neces-
sary for closed-loop convergence analysis, making it more applicable to the
final hardware implementation. As seen in various references, such as [28–30],
hardware-in-the-loop technologies and real-time simulations using dedicated
hardware can be further improved with accurate modeling of the control real-
ity, especially when hierarchical primary and secondary level controllers have
different actuation rates and communication dynamics that are implemented
over multiple microcontroller platforms.

In this paper, we investigate DC micro-grids with a mesh topology and
bi-directional boost converters as voltage sources, controlled under primary
and secondary level strategies. Our goal is to develop discrete-time models
for the various components of the control plant, both individually and as a
whole. This includes the power electronic switching sources, distributed pri-
mary and secondary level controllers, and the hardware and communication
interconnections between them.

Drawing from existing control strategies, we focus on implementing a
primary level controller that utilizes an integral action function to interface
with the secondary level. The secondary level control system implements a
consensus algorithm to achieve power sharing and a novel auxiliary loop to
achieve voltage regulation. We present necessary conditions for control gains
to guarantee convergence of the secondary level closed loop system. As a
result, we present a discrete time algorithm to compute the state trajectory,
taking into account the actuation rates of the different control levels and non-
ideal information exchange, which can be used for the partial implementation
of the system on dedicated hardware.

After this introduction, Section 2 presents the micro-grid model and its
components, focusing on the discrete-time digital solution of the differential
equations. In Section 3, we describe the hierarchical control strategy for dig-
ital distributed hardware and provide necessary criteria for achieving power
sharing and average voltage regulation under idealized conditions. In the sub-
sequent section, we present the computational algorithm for the closed-loop
system and provide a numerical example to verify the main characteristics
of the closed-loop system and the simulation methodology.
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II. MICRO-GRIDS IN MESH TOPOLOGY

2.1 Technological Description

Through this paper, matrix A′ is the transpose of A and [A]ij is its
element in the i-th row and the j-th column. The identity matrix and the
null matrix are respectively denoted by I and 0. A column vector of ones
is denoted as 1, and a vector with zeros in every position except in the i-th
row where its value is one, is denoted as si ∈ RN so that

∑N
i=1 si = 1.

Consider the two-node micro-grid illustrated in Figure 1. In this configu-
ration, each node is equipped with a PV system, which consists of generation,
conversion, and filtering stages. The PV system is designed to function as
a current source, meaning that it does not regulate the voltage level at the

Boost 1

PWM

1. Ctrl

2. Ctrl

Load MPPT

Line

MPPT Load

Boost 2

PWM

1. Ctrl

2. Ctrl2. Level Communication

node. Instead, it strives to inject as much power as possible using a Maxi-
mum Power Point Tracker (MPPT) algorithm. Other types of distribution
generation technologies could be modeled in a similar way. Likewise, the
loads at each node can be modeled as a current source due to their unknown
behavior, which may exhibit a time-variant ZIP characteristic. Since both
the PV generation and load depend on unregulated external variables, they
can be considered as perturbations.

To address the variability of PV generation, a storage device is connected
to each node via a bidirectional DC/DC boost converter. The goal is to
absorb excess power and inject it back into the system when load demand
increases. These devices can be fully controlled and thus represent control
actuators for voltage regulation at the nodes. Moreover, both nodes are
connected to share generation and storage capacities, enabling the system to
operate as a hardware-interconnected micro-grid instead of isolated nodes.

The standard approach to micro-grid control is a three-level hierarchy
(e.g., [6, 8, 9]). At the primary level, the main objective is to implement
individual voltage sources. This control layer can be physically implemented
at each local unit without communication, relying on local measurements
and actuation signals. Since the primary level plant involves fast dynamics,
actuation should be performed at a high rate.

Figure 1: A two nodes example micro-grid
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At the secondary level, control objectives are defined in terms of the entire
micro-grid, rather than the individual distributed agents (i.e., the individual
voltage sources serving as actuators for the secondary level process). There-
fore, communication between different distributed controllers is mandatory
for efficient functioning. The main goal at this level is to achieve predictable
behavior of the micro-grid in terms of injected power and voltage levels, so

1
23

4

5

−
+

2. Ctrl−
+

2. Ctrl

−
+

2. Ctrl

−
+

2. Ctrl−
+

2. Ctrl

2. level Communication

that the tertiary level control can rely on the fully functioning system. The
higher level focuses on long-term energy exchange within the micro-grid or
with respect to the main grid.

The basic idea of the two nodes micro-grid can be extended to larger
system when more nodes are connected. This leads to the implementation
of grids with possibly mesh-topologies as the five nodes example in Figure
2. Here, the boost converters that interface the storage devices and the pri-
mary control layer are drawn together as controllable voltage sources. The
secondary layer follows the same distributed control philosophy as in the pre-
vious example. Note that the communication between the controllers is not
necessarily dictated by the hardware links between the nodes. The parallel
aggregation of different perturbations (loads and distributed generation) is
represented by a double direction uncontrollable current source.

A micro-grid can be considered as a special case of a grid with mesh topol-
ogy, in which the number of nodes, the geographical region, and the power
ratings are restricted. In order to study such a reality, we need independent
models of the hardware interconnections (the transmission or distribution
lines) and the controllable voltage sources.

Figure 2: A five nodes example micro-grid
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L
on

d
on

 J
ou

rn
al 

 o
f 

E
n

gi
n

ee
ri

n
g 

R
es

ea
rc

h

©2024 Great Britain Journals PressVolume 24 | Issue 4 | Compilation 1.034



vi

vj

vk

vl

...

...

ii

−
+

Rij

Rik

Ril

iii

2. Ctrl

2. level

Communication
vi(t)

ei(t)

Liie,i(t)

Swi(t)

Swi(t)

Ci

ii(t) m
icro-grid

Boost {Li, Ci}

Swi(t) Swi(t)

PWM Carrier: f0 = 1/T01. Ctrl
di(t)

From
measurements

From
2. Ctrl

We will consider a mesh-grid as a graph C = (V , E), with N vertices or
electric nodes i ∈ V , where DC voltage regulation can be performed and
where loads and other generation units are connected. The undirected edges
are transmission lines between the nodes, denoted (i, j) ∈ E . It is assumed
that the grid is connected and therefore every active node i ∈ V has at least
one neighbor node j ∈ Ni := {j ∈ V|(i, j) ∈ E ∧ i ̸= j}.

At every active node i ∈ V , we will consider that the uncontrollable
current source models the aggregated behavior of all loads and distributed
generators and consumes a net power pii(t). In this way, if pii(t) < 0, the
injected power at the node surpasses the power consumed by the loads. In
any case, this quantity is a disturbance as it depends on external uncontrolled
variables as weather or consumption.

A transmission line (i, j) ∈ E between nodes i and j ̸= i will be assumed
as a resistance Rij because the effect of inductances can be neglected in steady
state. The line parameters can be estimated with reasonable accuracy due
to the small size of a micro-grid. A circuital representation of a node in the
grid can be seen in Figure 3.

If ii(t) is the current injected by a voltage source at node i, and vi(t) is
the node voltage, from Figure 3, an expression for the current as a function
of the node voltages can be obtained:

ii(t) = iii(t) +
∑
j∈Ni

1

Rij

(vi(t)− vj(t)) , (1)

2.2 Circuital Description

with iii(t) = pii(t)/vi(t) the net current consumed by the arbitrary loads.
This expression can be generalized to all nodes by

iv(t) = ip(t) + Cv(t), (2)
where,

iv(t) = col {ii(t)}i∈V ,
ip(t) = col {iii(t)}i∈V ,
v(t) = col {vi(t)}i∈V ,
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Figure 3: Voltage and current at node i of a
mesh- grid with Ni

= {j, ..., k, ..., l}

Figure 4: Ideal boost converter at the i-th
node as a voltage source



and C ∈ RN×N such that its elements are given ∀i, j ∈ {1, 2, ..., N} by

[C]ij =


∑
k∈Ni

1/Rik if i = j,

−1/Rij if j ∈ Ni,
0 i.o.c.

Because Rij = Rji, C = L̂(Cw) coincides with the Laplacian matrix,
denoted L̂(Cw), of the undirected weighted graph Cw = (V , E , w), where the
weight function is given by w((i, j)) = 1/Rij, for every edge (i, j) ∈ E . It is a
well known fact that L̂(Cw) is a positive semi-definite matrix and that each
row and column of L̂(Cw) sums up to zero. i.e. L̂(Cw)1 = 0 and 1′L̂(Cw) = 0.

At every node i ∈ V , an ideal bidirectional boost converter like in Fig-
ure 4 is implemented as a voltage source to regulate the tension level. The
switch position, Swi(t) ∈ {0, 1}, is determined by a Pulse Width Modula-
tion (PWM) process with a duty cycle di(t) ∈ [0, 1] as input and a carrier
frequency of f0 = 1/T0.

Considering ideal switching devices, discrete states model (3) is obtained
from a circuital analysis considering the cases when the switch is closed
(Swi(t) = 1), or open (Swi(t) = 0).

d

dt

[
ie,i(t)
vi(t)

]
=

[
0 −1−Swi(t)

Li
1−Swi(t)

Ci
0

] [
ie,i(t)
vi(t)

]
+

[
1/Li 0
0 −1/Ci

] [
ei(t)
ii(t)

]
(3)

2.3 Boost Based Actuators

The power injected to the grid by this voltage source can be defined as

pi(t) = vi(t)ii(t) = pii(t) +
∑
j∈Ni

vi(t)

Rij

(vi(t)− vj(t)) (4)

Note that the model of each individual voltage source depends on the
current injected to the micro-grid. However, this current depends on the
voltages at every node of the micro-grid. Therefore, for simulation and anal-
ysis effects, the entire micro-grid needs to be addressed as a MIMO dynamic
system. By defining the following vector,

ie(t) = col {ie,i(t)}i∈V , x(t) = col {ie(t),v(t)} ,

e(t) = col {ei(t)}i∈V , w(t) = col {e(t), ip(t)} ,
and matrices,

AL = diag {1/Li}i∈V , AC = diag {1/Ci}i∈V ,

S(t) = diag {Swi(t)}i∈V ,

replacing equation (2), the entire system can be modeled by the linear equa-
tion (5),
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d

dt
x(t) = A(S(t))x(t) + Ew(t), (5)

where

E =

[
AL 0
0 −AC

]
and the state matrix is a time varying function of the switches:

A(S(t)) =
[

0 −AL(I − S(t))
AC(I − S(t)) −ACC

]
Note that if any of the switches is closed, i.e. if Swi(t) = 1 for some i ∈ V ,
an entire row of A(S(t)) is composed by zeros, and therefore it does not have
an inverse.

For simulation of the system, a "real" time clock can be considered. The
control actions at primary and secondary level are performed at a slower rate
as this original clock. The discrete time solution of differential equation (5)
can be computed under the assumptions that the perturbations and inputs
are constant within the simulation discrete interval. That is, with a clock
defined by T ≪ T0 so that tk = tk−1 + T , if w(t) = w(tk−1) and S(t) =
S(tk−1), ∀t ∈ [tk−1, tk[, we have that:

x(tk) = Ad(S(tk−1))x(tk−1) + Bd(S(tk−1))w(tk−1) (6)

with discrete time matrices given by:

Ad(S(tk−1)) = eA(S(tk−1))T

Bd(S(tk−1)) =

(∫ T

0

eA(S(tk−1))(T−τ)dτ

)
E

For a fixed T > 0, the previous matrices depend on the position of the
switches at each instant. Therefore, there are 2N possible values that Ad(S(tk−1))
and Bd(S(tk−1)) can take, which can be computed independently of time.

With the equations that describe the discrete time model of the micro-
grids hardware, a coherent description of the distributed control strategies is
sought. Control is typically done by primary and secondary loops associated
to the voltage sources. An overview of this control strategy implemented at
the i-th node can be seen in the graphical representation of Figure 5. The
primary level control (blue) runs over clock slower than the PWM switching
process, and we will consider three sub routines. First, a feed-forward con-
troller is defined to obtain the PWM duty cycle signal. In cascade to this,
current and voltage PI loops are used to feedback all local states of the boost
converter so that it can operate as a voltage source with unitary control gain.

III. DISTRIBUTED CONTROL
3.1 Control Overview
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The last part of the primary level control, implements an integral action, in
such a way that the voltage source operates in the vicinity of the nominal
value and the primary level input corresponds to the rate of change of the
voltage deviation.

di(tk1+1)
To PWMfa

st
cl

o
ck

P
ri

m
ar

y
C

on
tr

ol

tk1+1 = tk1 + T1

Integral

Action

Voltage Source Feed-forward

sl
ow

cl
o
ck

Se
co

nd
ar

y
C

on
tr

ol
tk2+1 = tk2 + T2, T2/T1 ∈ N

Comm.
Out

Comm.
In

M

+
−

1

×÷

ēi(tk1) From measurements

+

v̄i(tk1)

PI-I

ı̄e,i(tk1)

uFF,i

PI-V

v̄i(tk1)

+

V

Σi(tk1)
T1

∑ui(tk1
)

vref,i

p̄i(tk2)
From measurement

From
neighbors

To
neighbors

p̄−i(tk2−1)

p̄i(tk2−1)

s′iL

Consensus

+

Σi(tk2−1)

ΣΣΣ−i(tk2−1)

[k]im′

Regulation

vectors concatenating the local value and the incoming signals. Note that the
delay blocks are introduced in order to "wait" for the communication from
the other nodes. The secondary level consist on a consensus power sharing
controller with an auxiliary mean voltage regulation loop, in such a way that
the voltage reference for they primary level does not deviate much from the
nominal value, while the injected power by all sources is done proportionally.

We assume that the different units have independent clocks, but they
are accurate enough to enforce actuation at exactly the same rate T1 =
1/f1 > T0 > T , ∀i ∈ V . We can state a counter, k1 ∈ N on the discrete
actuation instants at the primary level so that tk1 = tk1−1 + T1. Because the
secondary level dynamics are much slower than at the primary level, we can
also assume that actuation is perform at a slower rate T2 = 1/f2 > T1 and
that T2/T1 = n ∈ N. We can also state a counter, k2 ∈ N on the discrete
actuation instants at the secondary level so that tk2 = tk2−1 + T2.

In order to obtain voltage, current, and power signals for feedback, the
measurement device can be considered a low pass filter with the simple trans-
fer function

Fi(t) =
m̄i(s)

mi(s)
=

1

τis+ 1
,

where mi(s) is the signal to be measured (at each node: battery voltage ei(t),
capacitor voltage vi(t), inductor current ie,i(t), and output power pi(t)) and
m̄i(s) its measurement after the filter. The cut-off frequency of the filter is

3.2. Primary Control

3.2.1 Average Measurements
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Figure 5: Distributed primary and secondary control strategy implemented at the i-th
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given by fc,i = 1/2πτi which can be chosen arbitrarily. The behavior of this
filter at the simulation rate given by T > 0 can be approximated by the
following differences equation

m̄i(tk) = e−T/τm̄i(tk−1) +
(
1− e−T/τ

)
mi(tk−1) (7)

Following the standard argument on the mean charge and discharge times
of each inductor, when dı̄e,i/dt = 0, we have that the static behavior between
the voltages and the duty cycle at each boost satisfy

v̄i(t) =
ei(t)

1− di(t)
. (8)

Solving for the duty cycle leads to propose a controller that feed-forwards
the battery voltage:

di(tk1+1) = 1− ēi(tk1)

v̄i(tk1) + uFF,i(tk1)
(9)

As the battery voltage cannot be directly manipulated, it represents a per-
turbation, and so this strategy can help to avoid undesired dynamics from
malfunctioning batteries and it also linearizes the steady state behavior of
the system.

A saturation over the value of the duty cycle can also be considered:

di(tk1+1) = min {max {di(tk1), dmin} , dmax}

with dmin ≥ 0 and dmax ≤ 1 arbitrary saturation values.

3.2.2 Feed-Forward

Note the intrinsic delay of the implementation of the primary controller.
To assure that actuation is perform at a regular rate, the controller enforces
its output at the beginning of each interval, relaying on the possible time
varying computation performed in the previous interval. In this way, inde-
pendently of the time needed to compute the values, the actuation over the
plant is carried on at a regular basis.

As with the voltage in (8), the static relationship for the current corre-
sponds to

ı̄e,i(t) =
ı̄i(t)

1− di(t)

Evaluating this and (8) at t = tk1+1 and replacing the feed-forward expression
(9) leads to:

v̄i(tk1+1) =
ēi(tk1+1)

ēi(tk1)
(v̄i(tk1) + uFF,i(tk1)) ≈ v̄i(tk1) + uFF,i(tk1)

ı̄e,ii(tk1+1) =
ı̄i(tk1+1)

ēi(tk1)
(v̄i(tk1) + uFF,i(tk1)) ≈ A (v̄i(tk1) + uFF,i(tk1))
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with approximations that hold when the perturbation signals ı̄i(tk1) and
ēi(tk1) are constant, and A ≈ ı̄i(tk1+1)/̄ei(tk1

) constant. Because the switch-
ing process is faster than the primary controller, these equations represent
an average discrete time model of the boost converter described by a states
matrix with eigenvalues λ1 = 1 and λ2 = 0. To stabilize this system, a
control law that feedbacks both states can be proposed as in the following
subsection.

The input of the feed-forward part of the controller is obtained from a
control loop whose objective is to implement a voltage source with unit gain.
This is typically done through a current and voltage feedback in cascade (See
for example [7, 11, 12, 18, 27]). The current controller can be implemented
as a discrete PI controller with the following equations:

eI,i(tk1) = iref,i(tk1)− ı̄e,i(tk1)

uFF,i(tk1) = uFF,i(tk1−1) + q0,I,ieI,i(tk1) + q1,I,ieI,i(tk1−1)
(10)

3.2.3 Voltage Source Implementation

Where the constants

q0,I,i = KP,I,i +KP,I,i
T1

2TI,I,i

q1,I,i = −KP,I,i +KP,I,i
T1

2TI,I,i

are given in terms of the proportional constant KP,I,i > 0 and the integral
time TI,I,i > 0.

The current reference, iref,i(t) ∈ R, for this loop comes from a voltage PI
controller implemented by the following equations:

eV,i(tk1) = vref,i(tk1)− v̄i(tk1)

iref,i(tk1) = iref,i(tk1−1) + q0,V,ieV,i(tk1) + q1,V,ieV,i(tk1−1)
(11)

with constants

q0,V,i = KP,V,i +KP,V,i
T1

2TI,V,i

q1,V,i = −KP,V,i +KP,V,i
T1

2TI,V,i

depending on the proportional constant KP,V,i > 0 and the integral time
TI,V,i > 0.

In this way, both states (̄ıe,i and v̄i) are used for feedback and so it is
possible to achieve a unitary steady state gain between the voltage reference
vref,i(t) > 0 and the node voltage measurement v̄i(t) > 0 when the controller
parameters are adequately chosen.
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3.2.4 Integral Action

If the input vref,i(t) > 0 of the voltage PI controller changes at a slow
rate and within a relatively small region around the nominal value, then
the boost converter can behave close to an ideal voltage source when all the
control parameters are well tuned. To achieve this behavior of the reference,
an integral action over the voltage deviation can be implemented with the
following equations:

vref,i(tk1) = Σi(tk1) + V

Σi(tk1) = Σi(tk1−1) + T1ui(tk1)
(12)

In this way, the primary control input is the signal ui(t) ∈ R, which represents
the desired change rate of the node voltage deviation from the nominal value
V > 0; and Σi(t) ∈ R represents intern states of the primary layer.

The input to the primary level controller is determined by the secondary
level at a slower rate. If a primary action instant coincides with a secondary
one, that is, if tk1 = tk2 , and the speed rate between both clocks is given
by n = T2/T1 ∈ N, then there are n primary steps in every secondary step
and so the previous secondary action instant coincides with the n-th previous
primary instant: tk1−n = tk2−1.

From (12), we can write,
n−1∑
i=0

(Σi(tk1−i)− Σi(tk1−i−1)) =
n−1∑
i=0

T1ui(tk1−i)

Σi(tk1)− Σi(tk1−n) = nT1ui(tk1)

Σi(tk2)− Σi(tk2−1) = T2ui(tk2)

when the input is constant ui(tk1−i) = ui(tk2), ∀i ∈ {0, . . . , n− 1}. That is,
the integral action at the primary level can also be seen as an integral action
at the secondary rate.

One common secondary level control objective is Power Sharing, or the
ability of the controlled voltage sources to inject or absorb power in a prede-
fined proportion. That is, ∀i, j ∈ V ,

lim
tk2→+∞

1

Pi

pi(tk2) = lim
tk2→+∞

1

Pj

pj(tk2) (13)

3.3 Secondary Control

3.3.1 Secondary Level Objectives

with Pi > 0 a known per unification constant. The last expression defines a
consensus problem and it is typically addressed with a power feedback.

As power sharing is a consensus problem, equation (13) can be written
in terms of convergence to the origin of an error vector like in [31]. Consider
a transformation T = D′(T o) ∈ R(N−1)×N defined from an incidence matrix
of a directed tree T o = (V , Eo

T ) to define an error vector
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e(tk2) := Ty(tk2) ⇐⇒ y(tk2) = T+e(tk2) +
1

N
11′y(tk2)

where y(tk2) = col
{

1
Pi
pi(tk2)

}
i∈V

are the injected powers in per-unit, and

matrix T+ is the pseudo-inverse of T, such that TT+ = I and T+T = I −
1
N
11′. It can be shown that equation (13) is equivalent to limtk2→+∞ e(tk2) =

0.

As a result of the power sharing control strategy, the voltages at each
node deviate from their nominal value, and therefore an additional objective
for the entire micro-grid is voltage regulation. A linear definition of this can
be stated as

lim
tk2→+∞

m′v(tk2) = V , (14)

where the elements of m ∈ RN add up to one (m′1 = 1) in such a way that
m′v(tk2) represents a weighted average of the nodes voltages. Particular
interesting cases are m = 1

N
1 to obtain average voltage regulation, and

m = si to force the i-th node to operate at nominal voltage.

We can define the per unit voltage deviation, ∆vi(tk2) ∈ R, in such a way
that vi(tk2) = V (1+∆vi(tk2)). In vector form, v∆(tk2) := col {∆vi(tk2)}i∈V =
1
V
v(tk2) − 1. If the average voltage deviation m(tk2) := m′v∆(tk2) approxi-

mates the origin, then we have that

lim
tk2→+∞

m′v(tk2) = lim
tk2→+∞

Vm′v∆(tk2) + V = V

and voltage regulation is achieved.

In order to implement any distributed secondary strategy, communication
between the different agents is needed. In a realistic scenario, the model of
this process needs to consider delays and information lost. Furthermore, the
communication link between each node can present different dynamic and
stochastic behavior. These problems can be diminish if the actuation rate
of the secondary controller is slower than the expected communication time,
in order to "wait" for the correct information to arrive from the neighbors.
In this way, the communication process can be considered as a delay of the
secondary clock.

To simulate the communication process from the j-th to the i-th agent,
we consider a function of time Commji : R+ 7→ R2 in such a way that,

Commji(t) =


[
p̄j(t− T2)/Pj

Σj(t− T2)

]
, if success

Commji(t− T2) , i. o. c.

3.3.2 Communication Dynamics

That is, the per unit power and the voltage deviation reference at the primary
level of the j-th node, available for the i-th node at instant t. We consider
these two variables because they will be used for the secondary level feedback
in order to achieve the stated control objectives. We will consider that the
communication from j to i success with a known fixed probability [ΠΠΠ]ji > 0.
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With this, we can model de communication process of the entire micro-
grid with help of matrices P̂(t) ∈ RN×N and Σ̂ΣΣ(t) ∈ RN×N in such a way
that their elements are given by[

P̂(t)
]
ji
=

{
p̄i(t− T2)/Pi if i = j,
[Commji(t)]1 i. o. c. (15)

[
Σ̂ΣΣ(t)

]
ji
=

{
Σi(t− T2) if i = j,

[Commji(t)]2 i. o. c. (16)

Note that the previous matrices consider all N(N − 1) possible commu-
nication channels and the N own feedback signals from each agent, inde-
pendently of which channels are actually considered by the control strategy.
That is, the communication problem ("how should information be shared?")
is considered independent of the control problem ("which information should
be shared?"). Furthermore, the communication problem is treated indepen-
dently for each ordered pair (i, j) of nodes, not assuming any correlation
between channels.

In the ideal case with lossless communication, all columns of the commu-
nication matrices are equal so P̂(tk2) = y(tk2−1)1′ and Σ̂ΣΣ(tk2) = ΣΣΣ(tk2−1)1′

with ΣΣΣ(t) = col {Σi(t)}i∈V .

Adopting the notation introduced in the previous discussion, at each node
i ∈ V , the secondary control action can be computed at every instant accord-
ing to the following discrete time control law

ui(tk2) = s′iLP̂(tk2)si + [k]im′Σ̂ΣΣ(tk2)si (17)

The feedback matrix L = −L̂(GL) ∈ RN×N is chosen to achieve Power
Sharing similar as the strategies reviewed in, e.g., [23–26, 32]. Although we
consider that it is obtained as the negative Laplacian matrix of the weighted
undirected graph GL = {V , EL, w : EL → R+}, it is also possible to use other

3.3.3 Distributed Control Strategy

matrices with the zero sum row property, L1 = 0. In any case, communi-
cation will be needed in every case where the off-diagonal elements of L are
non-zero.

The vector k ∈ RN , ∀i ∈ V , is considered in order to achieve voltage
regulation through a feedback of the voltage deviation reference, i.e. of the
integration action at the primary level. Note that if m = si and k = −Ksi
for some K > 0, then there is no need of communication to implement this
part of the controller. As far as the authors know, this auxiliary loop has not
been proposed for DC systems in other references with similar power sharing
mechanisms.

With lossless communications, equation (17) can be stated for all nodes as
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u(tk2) = col {ui(tk2)}i∈V = Ly(tk2−1) + km′ΣΣΣ(tk2−1)

To corroborate that the discrete time implementation of the secondary
level controller stabilizes the closed loop system, the following theorem gives
sufficient convergence conditions for power sharing and voltage regulation
under ideal conditions.

Theorem 1 (Power sharing and voltage regulation). With lossless commu-
nication, ideal voltage sources, and L1 = 0, if Power Sharing and Voltage
Regulation are achieved when the load of the system is constant then the
eigenvalues of matrix

AP =

[
I + V T2TFCLT+ V 2T2TFCk

T2

V
m′LT+ (1 + T2m′k)

]
are smaller in module than one (are within the unit circle).

Proof. If primary level controllers are properly tuned, the sources resemble
ideal ones and so:

v(tk2) ≈ col {vref,i(tk2)}i∈V = V 1 +ΣΣΣ(tk2).

In terms of the voltage deviation v∆(tk2) = 1
V
v(tk2) − 1, the last equation

can be expressed as

v∆(tk2) ≈
1

V
ΣΣΣ(tk2). (18)

3.3.4 Convergence Criteria At Secondary Level

From the secondary level perspective, as the sources are assumed close to
ideal, the dynamic behavior of the entire system is dictated by the integral
actions in equation (12). Combining with (18) we obtain:

v∆(tk2) = v∆(tk2−1) +
T2

V
u(tk2) (19)

On the other side, rearranging the voltage deviation vector as a diagonal
matrix V∆(tk2) = diag {∆vi(tk2)}i∈V in such a way that v∆(tk2) = V∆(tk2)1,
the per unit power injected by all the boost sources in equation (4) can be
written in vectorial form as

y(tk2) = d(tk2) + (I + V∆(tk2))V
2FC (I + V∆(tk2))1 (20)

where F = diag {1/Pi}i∈V is a per-unification matrix and the vectors y(tk2) =
col {pi(tk2)/Pi}i∈V and d(tk2) = col {pii(tk2)/Pi}i∈V correspond respectively
to the injected power by the voltage sources and the consumed power by the
perturbations in per-unit.

If the voltage deviations are small (if |∆vi(tk2)| ≪ 1), it makes sense to
approximate the previous quadratic expression (20) by a Taylor linearization
(see [26]) given by:
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y(tk2) ≈ d(tk2) + V 2FCv∆(tk2) (21)

When the communication process introduces a unit delay but does not
present information losses, the secondary level control strategy (17) can be
written in terms of the consensus error and the average deviation:

u(tk2) = Ly(tk2−1) + km′ΣΣΣ(tk2−1)

= LT+e(tk2−1) + V km(tk2−1)

when L1 = 0. Using this, (19), and (21), we can write for the consensus
error e(t) = Ty(t):

e(tk2)− e(tk2−1) = T (d(tk2)− d(tk2−1)) + V 2TFC (v∆(tk2)− v∆(tk2−1))

= T∆1d(tk2) + V T2TFCu(tk2)
= T∆1d(tk2) + V T2TFCLT+e(tk2−1) + V 2T2TFCkm(tk2−1)

and for the average voltage deviation:

m(tk2) = m′v∆(tk2)

= m′
(
v∆(tk2−1) +

T2

V
u(tk2)

)
= m′

(
v∆(tk2−1) +

T2

V
LT+e(tk2−1) + T2km(tk2−1)

)
= (1 + T2m′k)m(tk2−1) +

T2

V
m′LT+e(tk2−1)

Therefore, the entire linearized system can be written as:[
e(tk2)
m(tk2)

]
= AP

[
e(tk2−1)
m(tk2−1)

]
+ BP∆1d(tk2) (22)

with AP ∈ RN×N as defined before and BP =
[
T′ 0

]′ ∈ RN×N .

From Lyapunov’s first method, if the eigenvalues of AP are within the
unit circle, then the solution of the non-linear system at the secondary level
converges. Therefore, a necessary (but not sufficient) condition for power
sharing and voltage regulation with constant load (i.e. with ∆1d(tk2) =
d(tk2) − d(tk2−1) = 0), is that matrix AP is Schur (has all its eigenvalues
within the unit circle).

Remark 1. Naturally, the eigenvalues of AP can be used to describe the dy-
namic behavior of e(tk2) and m(tk2). For the influence of the per unit load
change, ∆1d(tk2) ̸= 0, over the consensus error, e, robust control arguments
can be used in the vicinity of the operation point. In particular, from equation
(22), the H∞-norm of the transfer function matrix Hde(z) := (I − z−1AP )

−1 T
between the load change rate and the error can be interpreted as a measure-
ment of Power Sharing Accuracy because ∥e(z)∥ ≤ ∥Hde(z)∥∞∥∆1d(s)∥ <
+∞ when AP is Schur.
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Remark 2. Additionally, in a similar way as in [26], the non-linear equation
(20) can be used to study less restrictive convergence criteria in terms of
operation regions of the voltage deviations. In this way, robustness of the
closed loop system against voltage changes can be characterized numerically.

Remark 3. In this way, the previous result allows to easily check for power
sharing and voltage regulation, and to compare the performance of different
controllers through numeric indicators. This observations can be further
developed to define control design procedures. Note that when m′L = 0, or
when Ck = 0, matrix AP becomes block-triangular and its eigenvalues are
dictated by the diagonal blocks.

Because the differential equations of the closed loop model are explicitly
solved, dynamic trajectory computation of the described set-up can be effi-
ciently implemented in any language. To do so, a basic algorithm is detailed
as follow. At each instant, tk = tk−1 + T :

1.- Choose pre-calculated matrices Ad(S(tk−1)) and Bd(S(tk−1)) according
to the current switching configuration.

2.- Update states using equation (6).
3.- For each node i ∈ V :

i) Update measurements using filters (7).

ii) If it is a secondary control instant:

• Read communicated signals.
• Update primary level input according to equation (17).

iii) If it is a primary control instant:

• Integral action in equation (12).
• Voltage PI in equation (11).
• Current PI in equation (10).
• Feed forward in equation (9).

iv) Update switching position by PWM.

v) If it is a secondary control instant:

• Update communicated signals in equations (15) and (16).

IV. TRAJECTORY COMPUTATION

4.1 Software Implementation

In order to obtain faster performances, the previous basic procedure can
be modified to exploit specific characteristic of the chosen language, e.g.
vectorization instead of looping; or saving variables at a slower rate. Fur-
thermore, if T2/T1 ∈ N then every secondary control instant is also a primary
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i 1 2 3 4 5
Li[mH] 0.7417 0.7437 0.7457 0.7458 0.7513
Ci[mF ] 4.4911 4.5264 4.4617 4.5360 4.4321
KP,I,i 1.5
TI,I,i 0.01
KP,V,i 2.4
TI,V,i 0.01
dmin 0.2
dmax 0.8

control instant, and so this decision does not need to be checked at every
simulation instant. Further improvements can also be proposed and evalu-
ated in any specific hardware/software configuration. However, there is no
need of using specialized or tailor made solutions.

Consider the micro-grid in Figure 2 with N = 5 active nodes and a
nominal voltage V = 24[V ]. At each node, a boost converter is connected
with nominal battery voltage E = 12[V ]. For all nodes, the PWM process
is carried out at a frequency of f0 = 20[kHz]. The individual parameters of
these sources are given in Table 1. All nodes are designed to inject nominal
power Pi = 50[W ] and all measurement filters have the same time constant
τi = 1/2πf0.

The graph C = (V , E) that describes the edges of the micro-grid is given
in Figure 6. The resistances associated to each edge can be seen in Table 2.
For all the simulations, we assume that the perturbations (battery voltage
and load power) behave as in Figure 7. Note that the loads present abrupt
step changes and continuously varying changes.

The primary control layer is implemented locally at each node, however
and for simplicity, the current and voltage PI parameters are the same for
every machine. These values can also be seen in Table 1. We assume that the
primary actuation is performed at a rate of T1 = 200[µs], while the simulation
step is T = 2[µs].

Table 1: Boost Sources Parameters

4.2 Example Micro-Grid Description

4.3 Primary Control Simulation
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C
1

23

4

5 T o

1

23

4

5

i j Rij[Ω]

1 2 0.5044
1 4 0.4988
2 3 0.5008
3 4 0.4902
3 5 0.4936
2 5 0.5059

Figure 8 shows the behavior of the micro-grid with only the primary
control layer. That is, the secondary loop action is ignored so that the
voltage reference at the primary level are forced to be equal to the nominal
value: vref,i(t) = V . Although the signals present significant ripple because
of the switching process, it is clear that the voltages remain around the
nominal value. Because of the feed-forward strategy, changes in the battery
voltage disturb the voltage only during a brief transient. As there is no power
feedback considered, the injected power by each node follows the changes of
the load demand. However, the voltage is always restored to the nominal
value, thus showing that the primary level implementation of the voltage
sources is successful.

Consider a power sharing secondary controller described by a Laplacian
matrix derived from the micro-grid graph C in the following way:

L = −5 · L̂(C) = −5


2 −1 0 −1 0

−1 3 −1 0 −1
0 −1 3 −1 −1

−1 0 −1 2 0
0 −1 −1 0 2

 .

That is, each node needs to share information only with its physical neigh-
bors. For each edge and in both directions, we will consider that a com-
munication link has a success probability of [ΠΠΠ]ij = 0.90, i, j ∈ V . Lower
success probabilities could also be considered without affecting much the
overall performance. The secondary clock is given by T2 = 5[ms].

With a matrix k = 0, the behavior of the micro-grid with the specified
disturbances can be seen in Figure 9. Note how power sharing is achieved

Table 2: Grid Lines Parameters. i j Rij [Ω]

4.4 Secondary Control Simulation
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Figure 6:Micro-grid graph C and consensus
directed tree T

o
for numeric examples
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within the ripple space and all the sources modify their voltages to inject
power proportional to the total load. However, the voltages mean value
deviates systematically from the nominal value.

To improve average voltage regulation around the nominal value, i.e. with
m = 1

N
1, consider the matrix

k = −2.5 · 1.

Note that to implement this part of the controller all communication chan-
nels are needed. In this case, Figure 10 shows the behavior of the micro-
grid. Power sharing is still achieved, but the voltages are such that their
average value always is approximately the nominal value. Consequently,
considering the directed tree in Figure 6, and the consensus transformation
T = D′(T o) = [−1, I], the eigenvalues of matrix AP are all contained in
the unit circle satisfying the convergence criteria. In the case where k = 0,
the eigenvalue associated to the mean voltage deviation is identically one,
and therefore this quantity cannot converge to the origin as confirmed by the
simulation in Figure 9.

All previous simulations were obtained with a time step T = 2[µs]. In
all cases the ratio between computation and simulation time is around ∼ 8.

4.5. Comments on Simulation Speed
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Figure 7: Perturbations for the example

micro-grid. a) Battery voltage in [p.u.], and

b) Load power consumption in [p.u.]

Figure 8: Behavior of micro-grid with only
primary control. a) Node voltages in [p.u.],

and b) Injected power in [p.u.]
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That is, to obtain the 10[s] shown in the graphs, around 80[s] were needed.
Naturally, the simulation time depends on the time step used and faster sim-
ulations can be obtained by modifying this parameter. For example, Figure
11 shows the same micro-grid simulated with T = 10[µs] and a resulting
computation ratio ∼ 2. This is done in a standard notebook, without any
dedicated hardware or software implementation.

As is also clear from Figure 11, the speed gained by decrementing the
simulation time step implies less precision. On the contrary, with T = 0.5[µs],
and a resulting ratio of ∼ 35, Figure 12 shows the evolution of the system
with much less numeric noise.

This paper focuses on DC micro-grids in mesh topology, where each node
is actuated through a voltage source implemented by a storage device and a
boost converter, and with loads or distributed generation units as arbitrary
perturbations. We propose a general algorithm to compute the states tra-
jectory of the closed-loop system, which considers switching devices, their
hardware interconnections, a two-level control hierarchy with different actu-
ation rates, measurement and communication dynamics, and can be used for

V. CONCLUSION
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Figure 9: Behavior of micro-grid with power
sharing control. a) Node voltages in [p.u.],

and b) Injected power in [p.u.]

Figure 10: Behavior of micro-grid with full

secondary control. a) Node voltages in

[p.u.], and b) Injected power in [p.u.]
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aiding implementation of hardware-in-the-loop or real-time simulations, as
well as for convergence analysis.

Our primary level control includes filtered measurements, a non-linear
feed-forward strategy, current and voltage PI-loops, and an integral action
to actuate the switching devices as voltage sources. We present necessary
conditions for convergence of the secondary level closed-loop system, which
considers a consensus algorithm to achieve power sharing and a novel addi-
tional loop to reach average voltage regulation.

In contrast to idealized continuous-time dynamics, our explicit discrete-
time modeling brings the convergence analysis closer to its final hardware
implementation, allowing for more accurate simulation mechanisms and sta-
bility criteria. Overall, our approach provides a comprehensive solution for
DC micro-grid control in mesh topology, considering the complex dynamics
involved and their practical implementation.
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Figure 11: Behavior of micro-grid with full

secondary control and T
=

10[µs]. a) Node

voltages in [p.u.], and b) Injected power in

[p .u.]

Figure 12: Behavior of micro-grid with full

secondary control and T
=
0.5[µs]. a) Node

voltages in [p.u.], and b) Injected power in

[p.u.]
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